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® Dcpromo procedure

21
| Adtomatic Updales |
1 Computer Name |

System
Microsoft Windows Server 2003 R2

| Enterprise Edition
l' Service Pack 2

A

Registered to:
DLAB
DLAB
69713650 417751345545

Compuier
Inteh{R) Core(TM) 5-2520M
CPU @ 250GHz
2.49 GHz. 512 MB of RAM
Physical Address Bxtenision

Type the name of a pr
Internet resource, ant.

Open: qu:mmn

Bsur| [ O |

|Active Directory Installation Wizard

Welcome to the Active Directory
Installation Wizard

This wizard helps you install Active Direclory services on this
server, making the server a domain cortroler.

Fthis is the first tme you have installed Active Directory. t is
recommended that you first read the overview in Active
Directory Helo.

To continue, click Next.

2 rectory Inst...

dsar| |3 &




|Active Directory Installation Wizard

Operating System Compatibility
Improved security settings in Windows Server 2003 affect older versions of
Windows.

Domain cortrollers running Windows Senver 2003 implement securty settings that
require clients and other servers to commurnicate with those domain controllers in a more:
secure way.

Some older versions of Windows. including Windows 95 and Windows NT 4.0 SP3or
earlier, do not meet these requirements. Simiary, some non-Windows systems, including
Apple Mac OS X and SAMBA dlierts. might not meet these requirements.

For more information, see Compatibility Help.

Wistart| |G} @ | & Actve Directory Instala

|Active Directory Installation Wizard

Domain Controller Type
‘Speciy the role you want this server to have.

Do you want this server to become a domain controller for a new domain or an
‘additionial domain corttroller for an existing domain?
% Domain controlier for 2 new domain

Select this aption to create a new child domain, new domain tree, or new forest
“This server will become the first domain controller in the new domain.

1 Additional domain cortroller for an existing domain
/& Proceeding with this option wil delete al local accounts on this server.
All aryptographic keys will be deleted and should be exported before
continuing

All enciypted data, such as EFS-encrypted files or e-mail. should be decrypted
before continuing or it will be permanently inaccessible.

Wistart| |G} @ | & Actve Directory Instala



|Active Directory Installation Wizard

Create New Domain
Select which type of domain to create.

Create anew.
& Lomain in 2 new forest
Select this option  this is the first domain in your organization or f you want the new
domain to be completely independent of your curert forest
" Child domain in an existing domain tree

i you want the new domain to be a child of an exsting domain, select this option.
For example, you could create a new domain named

headguarters. example microsoft com as  chid domain of the domain

example microscft com

" Domain tree in an existing forest
i you don't want the new domain to be a child of an existing domain, select this
option. This will create: a new domain tree that is separate from any existing trees.

< Back

WHistrt| | [ @ lm 9%

|Active Directory Installation Wizard
New Domain Name
Specify a name for the new domain.

Type the full DNS name for the new domain
{for example: headquarters.example. microscft. com).

Full DNS niame for new domain
est tsd dlirkc com

WHistrt| | [ @ lm 9%

|Active Directory Installation Wizard

NetBIOS Domain Name
Specify a NetBIOS name for the new domain

This is the name that users of earlier versions of Windows will use to identify the new
domain. Click Next to accept the name shown, or type a new name.

Domain NetBIOS name: TEST

Bisur| |3 &



|Active Directory Installation Wizard

Database and Log Folders
‘Speciy the folders to contain the Adtive Directory database and log files.

For best perfomance and recoverabilty. store the detabase and the log on separate
rard disks.

Where do you wart to store the Active Directory datebase?
Datebase foider:

[C:\WINDOWS\NTDS

Where do you want to store the Active Directory log?
Log folder:

[C:X\WINDOWS\NTDS

Bisur| |3 &

|Active Directory Installation Wizard

Shared System Volume
‘Speciy the folderto be shared as the system volume

The SYSVOL folder stores the server's copy of the domain's public files. The contents
of the SYSVOL folder are replicated to all domain controllers in the domain.

The SYSVOL folder must be located on an NTFS volume.
Enter a location forthe SYSVOL folder.

Browse.

WHistrt| | [ @ lm 9%

|Active Directory Installation Wizard

DNS Registration Diagnostics
Verify DNS support, or install DNS on this computer.

agnostic Failed
The registration diagnostic has been run 1 time.

Warring: Domain Controllerfunctions ke joining a domin, logging onto a domin,
and Active Directory replication wil not be avaiable urti the DNS infrastructure for
Active Directory fs comectly cortigured

The wizard encountered an emor while trying to detemmine ff the DNS server with
which this domain controller will register supports dynamic updates.

For more information. indluding steos to comect this oroblem. see Helo

| have comected the problem. Perfom the DNS diagnostic test again

" Install and configure the DNS server on this computer, and set this computer to use
this DNS server as its prefemed DNS server.

| will comect the problem later by corfiguring DNS manually. (Advanced)

< Back Next >

WHistrt| | [ @ lm 9%



|Active Directory Installation Wizard

Permissions
Select default permissions for user and group objects

Some server programs. such as Windows NT Remote Access Service, read infomation
stored on domain controllers.

" Permissions compatible with pre-Windows 2000 server operating systems
Select this option i you run server programs on pre-Windows 2000 server operating
systems or o Windows 2000 or Windows Server 2003 operating systems that are.
members of pre-Windows 2000 domains.

/% Anonymous users can read information on this domain.

(% Permissions compatible only with Windows 2000 or Windows Server 2003
operating systems

programs only en Windows 2000 or Windows
Server 2003 operating systems that are members of Active Directory domains. Only
autherticated users can read information on this domain

Bisur| |3 &

|Active Directory Installation Wizard

Directory Services Restore Mode Administrator Password
This password is used when you start the computer in Directory Services Restore
Mode.

Type and confim the password you want to assign to the Administrator account used
when this server is started in Direclory Services Restore Mode.

The restore mode Administrator accourt is dfferent from the domain Administrator
account. The passwords for the accounts might be diferet. s be sure to remember
both.

Restore Mode Password

Confirm password,

For more information about Directory Services Restore Mode, see Active Directory Help.

WHistrt| | [ @ lm 9%

|Active Directory Installation Wizard

Summary
Review and confim the options you selected.

You choss to
Configure this server as the first domain cortrollerin a new forest of domain trees. - |

[The new domain name is test tsd diink com. This is also the name of the new forest
[The NetBIOS name of the domain is TEST

Database folder: C:\WINDOWS\NTDS

Log file folder: C:\WINDOWS\NTDS

\SYSVOL folder: C\WINDOWS\SYSVOL

The password of the new domain administrator will be the same as the password of
the administrator of this computer |

To change an option, click Back. To begin the operation, click Nexd.

< Back

WHistrt| | [ @ lm 9%



|Active Directory Installation Wizard

Review and confimm the options you selected.

You choss to
Configure this server as the first domain cortrollerin a new forest of domain trees. - |

[The new domain name is test tsd diink com. This is also the name of the new forest
[The NetBIOS name of the domain is TEST
Active Directory Installation Wizard
Database folder: C:\WINDOWS\NTDS
Log file folder: C:\WINDOWS\NTDS The wizard is configuring Active Directory. This process can take several minutes or
\SYSVOL folder: C\WINDOWS\SYSVOL considerably longer, depending on the options you have selected

The password of the new domain administrator wil be the same as the passt
Ihe administrator of this computer.

To change an option, click Back. To begin the operation, click Nexd.

@istart| |2 @  |[ 5 Active Directory Inst... @

|Active Directory Installation Wizard

Completing the Active Directory
Installation Wizard

ive Directory is now installed on this computerfor the < |
jomain test tsd dlink.com

is domain controller is assigned to the site

Defauit-First-Site-Name. Sites are managed with the
we Directory Stes and Services administrative tool

To close this wizard, click Finish.

Caricel

Wistart| |G} @ | & Actve Directory Instala

Click Finish button, Restart Windows



® Installing IAS (Internet Authentication Service)

Bisur| |3 &

Bisur| |3 &

Change or
Remove
Programs

Add New
Programs

-
Add[Remove
Viindows
Components

x|
To add or remove a componert. click the check box. A shaded box means that only part
of the companent will be installed. To see what's included in @ component. click Details.
Subcompanents of Networking Services:
= Domain Name System (DNS)
Click here for support information. = Host [tion P

Currently installed programs: I show updates

To change this program or remove it from your computer, dick Change or Remove.

=
Bre o 7T P
Simple TCP/IP Services

Windows Components 3 Windows Intemet Name Service (WINS)
You can add or remove componerts of Windows.

i
]
e Description:  Enables authertication, authorization and accounting of dial-up and VPN
4

users. IAS supports the RADIUS protocol

To add or remove a componiert, click the checkbox. A shaded boxmeans that ¢ Total disk space required. 17.8MB Dt

=] e =
Cox oo |

T ok 7
] & Remote Storage
1 58 Serurtv Corfinurmtion Wizard

Total disk space required: 17.8MB
Space available on disk: 379066 MB

| 25 add or Remove Programs || =) Windows Component...

emave
Programs

Add New
Frograms

=

ove
Windows
Components

g [=] 5|
Currently installed programs: I Show updates Sortby: [ame ~

Size  18.99MB

Click here for support information Used gocasionally.
LastUsed On 3/29/2012

To change this program or remove it from your computer, dick Change or Remove. —
Windows Components Wizard x|
i Size  18.94MB

Configuring Components

Setup is making the configuration changes you requested Size  5.2IMB

Size  143.00MB

Si 6.17MB
Please wait while Setup corfigures the componerts. This maytake =
several mintes, depending on the componerts selected Siz= 32.05MB

Status: Copying files.

[ ]

o |

| 25 add or Remove Programs || =) Windows Component...



I8 Active Directory Domains and Trusts.
Active Directory Sites and Services
&5 Active Directory Users and Computers
[E Certification Authority
28 Cluster Administrator
{ component services
(=) computer Management
3 configure Your Server Wizard
23 Data Sources (ODBC)
\gi My Con B pHee

W Distributed File System
@gmw § 2, DNS

“F1 Domain Controller Security Policy
% Adminish g, bomain Security Policy

Administrator

L\\' Manage Your Server

[/ Windows Explorer

+ B Microsoft .NET Framework 1.1 Configuration
[§ ¥ Microsoft .NET Framework 1.1 Wizards

PostgresqL 8.3
Startup
Intemet Explorer
Outiook Express

dstart | (2 @

Internet Authentication Service

Ble Action View Help

o @E 2000

Start Service.

{Z] Remote Access Logging
ZF Remote Access Polides
Connection Request Processine. ., |1eation Service (IAS) to authenticate,
28 a < View » |t for dial-up, VPN, wireless and

——— s to your network. You can also
Properties jward authentication requests to any
—— k compatble with Remote Authentication

Help (RADILS).

To configure TAS to read the remote access properties of
user accounts in Active Directory, on the Action menu, dick
Reqister Server in Active Directory

For more information about setting up IAS, deployment
scenarios, and troubleshooting, see Help.

[Contains commands for customizing this window.

WHistrt| | [ @ |[®: nternet Authenticati...



_# Internet Authentication Service

Ble Action View Help

= (@& @m0 @
@ Internet Authentication Service (Local)
{1 RADIUS Clients

{1 Remote Access Logging

ZF Remote Access Polides

(] Connection Request Processing

j ) Welome to Internet Authentication
\g Service

Use Internet Authentication Service (IAS) to authenticate,
authorize, and account for dial-up, VPN, wireless and
Ethernet connections to your network. You can also
configure IAS to forward authentication requests to any

Register Internet Authentication Server in Active Directory:

To enable TAS to authenticate users in the Active Directory, the computers running TAS must be authorized to read users' dial-in properties from the domain.

Do you wish to authorize this computer to read users' dial-n properties from the test. tsd.dlink.com domain?

] e |

Bisur| |3 &

® Obtain a CA for IAS Server

Windows Components Wizard

Windows Components: Application Server
You can add or remove components of Windows
To add rremove a compone,cick the check box. A shaded baxmears thtorly pat
the component wil be installed. To see what's included in a component, dlick.

To dd o remove a compenrt. s the checkbr, A shaded boxmeans et oy |
pat ot companert i b aled. Tosee vhes ncluded na component. ek (1] ) Applcaton Servr Console Tk mees

] B ASP NET Internet Information Services (115)
EpEe @ Enable network COM- ccess (

To add or remove a companent, click the check bax. A shaded bax means that oy part
of the componert will be installed. To see what's included in a componert. click Details.

‘Subgomponents of Intemet Information Services (115):
TV ] & FrontPage 2002 Server Exensions
7| o it i e nimMR 2 “ Intemet information Services Manager
Description: Includes ASPNET, Intemet Information Services (IS). and the- Tmear 9 w&gamﬁ”mmp . ] 3 Intemet. Printing
Application Server Consale. ] & NNTP Service
Total disk space required 33MB Detais Total disk space requred 33MB uIe "
Space available on disk. 378285 MB ———— Space available on disk: 378285 MB

Net> |

box. A shaded box means that only part
's included in a component, click Details.

TT g Femote Desklop Vb
[ [3] Server Side Includes
[ [] WebDAV Publishing

8 Worid Wide Web Service

Description:  Includes support for remote administration of 1S Web servers overthe
Intemet.

Wistart| |2} @ | 1)AddorRemovePrograms || Y Windows Component...



Windows Components Wizard

Configuiing Components
Setup is making the configuration changes you requested ) =

™ show updates Sertby: [Name =
Please wait while Setup configures the components. This may take
several minutes. depending on the components selected Size  18.94MB

Used occasionally
Status: Completing configuration of Intemet Information Services (IS). LastUsed On  3/25/2012

’ﬁ emove it from your computer, dick Change or Remove., Change | Remove

Size  18.94MB

Size 5.21MB

Size  143.00MB

Siz2  6.17MB

Size  32.05MB

@start| |[@ @ | 1)Addor Remove Programs | Y windows Components W... |[ {5 Windows Installer @

® Configuration of IAS for RADIUS Server

Add RADIUS client

Friendly Name [ Address [ Protocol

5] Remote Act | There are o items to show in this view.

] Connection |

Refresh
Export List...

(Creates a new item in this container,

Bisur| |3 &
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£

| nt

Name and Address

Type a friendly name and either an IP Address or DNS name for the client.

Fiiendly name: DAP-2630

Ciiert agdress (P or DNS):
|szss.050 Verfy.

h’he IP address of access point I

=10/

—_—

Protocol

is view,

Bisur| |3 &

E
£

| nt

Name and Address

Type a friendly name and either an IP Address or DNS name for the client.

Fiiendly name: DAP-2630

Ciiert agdress (P or DNS):
|szss.050 Very.

h’he IP address of access point I

Protocol

is view,

Bisur| |3 &

|[®: Interet Authenticati...




E
File | Action  View Help
t= aE B BER En |

ication Service (Local) Friendly Name [ Address [ Protocal | client-vendor
3 Dap-2630 192.168.0.50 RADIUS RADIUS Standard

{2 Remote Access Logging
ZF Remote Access Polides
(] Connection Request Processing

WHistrt| | [ @ @ Internet Authenticati...

Finished

® (Creating new remote access policy

Friendly Name [ Address [ Protocol | Client-vendor
E DAP-2690 192.168.0.50 RADIUS RADIUS Standard

|Creates a new item in this container,

WHistrt| | [ @ @ Internet Authenticati...



Welcome to the New Remote
Access Policy Wizard

[ Protocol | Client-vendor
RADIUS RADIUS Standard

This wizard helps you set up a remote access policy.
which s a set of conditions that detemine which
connection requests are granted access by this server.

To continue, click Next

Bisur| |3 &

& *  Policy Configuration Method
The wizand can create a typical policy. or you can create a custom policy.

[ Protocol | Client-vendor
RADIUS RADIUS Standard

ARED I—)‘gl

How do you want to set up this policy?

[

@ Use the wizard to set up a typical policy for a commen scenario
" Set up a custom policy

Type @ name that descrbes this policy.

WHistrt| | [ @ |[®: nternet Authenticati...




nternet Authents

lew Remote Access Policy Wizard

Access Method

Tl

4

Folicy contions are based on the method used to gain access to the network

[ Protocol | Client-vendor
RADIUS RADIUS Standard

Select the method of access for which you wart to create a policy.

kel )

VPN

previous page, and select Set up a custom policy.
 Diup

Digital Network (ISDN) ine.
& Wireless

Use for wireless LAN connections only.

" Bhemet

Use for Ethemet connections, such as connections that use a switch.

Use for dialup connections that use a traditional phone line or an Integrated Services

Use for all VPN connections. To create a palicy for a specfic VPN type, go back to the

Wistart| | [} @ | ¥ intemet Authenteation

Chose the group or account for authenticating to connect wireless AP

£ Internet Authentication Service

=29 tew Remote Access Policy Wizard

User or Group Access

You can grant acoess to individual users. or you can grart access to selected

| [Protocat T Clent-vendor

Group
individual user pemissions overide group permissions.

Select Groups

Select this object type:

|r=mps
From this location:

W It:ﬁtsdzikmm

WHistrt| | [ @ |[®: nternet Authenticati...

groups.
i ccicctoroups
Grant access based on the following: Select this object type:
 User [Groups Qbject Types.
User access permissions are specified in the user account
From this location:

testtsd dink.com

Commen Queries |

Name: [Siats wih =] |

Desorplion: [Stars win =] |

I™| Disabled accounts Slap

I | Hier expiing pssyord

[=

Locations.
_Cors |
Find Now
Days since last lagon > @
oK Cancel

€7 Domain Admins  Designated admi... test tsd dirk co...
€7 Domain Comp_ All workstations . test tsd diink co
Al domain corir...  testtsd dink co
Al domain guests _testisd dirk co

ian
Members inthis ... testtsd.dink co
72 Schema Admins Designated admi... test tsd dink co




Internet Authent

=29 tew Remote Access Policy Wizard

© * Authentication Methods
EAP uses different types of security devices to autherticate users

ARED I—)‘gl

[

Type:

Select the EAP type for this policy.

[Protected EAR (PEAR)

Issuer:
\ Expiration date:

|
Prolect EAP Properties

This server identifies itself to callers before the

complet
Select the certificate that you want it to use as proof of identity.

is

Certificate issued win2003. test. tsd. diink.com
Friendly name:
Win2003, test. tsd. diink.com

5/20/2013 12:02:14 AM

Hove L
Mve Do

Bisur| |3 &

Internet Authent

b

[z new Remote Access Policy Wizard

Completing the New Remote
Access Policy Wizard

You have successfuly completed the New Remote Access
Policy Wizand. You created the following policy:

Authentication for DAP-2690 wireless client

Condtons
NAS Port Type matches "Wireless - Other OR Wirsless -
IEEE 802.11" AND
Wiindows-Groups matches "TEST\Domain Users"
Authertication: EAP(Protected EAP (PEAP))

Encryption: Basic, Strong, Strongest, No encryption

To close this wizard, click Finish.

[ Protocol [ Clent-Vendor

RADIUS RADIUS Standard

Bisur| |3 &

> Internet Authenticati...

Internet Authenti Service
Fie | Acion View Help

=10l x|

ElE=EIEEIRE

{2 RADIUS Clients
~{Z] Remote Access Logging
5 Remote Access Polides

@ Internet Authentication Service (Local)

(] Connection Request Processing

5 Connections to other access servers

2
£F Connections to Microsoft Routing and Remote Access server 2

3

Bisur| |3 &




® Creating Account for accessing wireless AP
Add account from AD

Modifying remote access permission to Allow access (Deny access by default)

He Adon Vew Hep
€= | AE XEFR[@m|r v

@5 Intemet Authentiratian Gervice f| el ["heme Troae |

IR W15 % Active Directory Users and Computers.

~{Z] Remote
B 21
(] Connect B2 v Ee

Remote control | Teminal Services Profe | COMs |
[ e N | ot | o | et |t | Tomon | G |
(2] saved Queries o Member OF Dialin | Enviormert | Sessions

2 test.tsd. dink.com
{2 Builtin

Remote Access Pemission (Dialin or VPH)

€ administrator
(] Domain Controllers €hcertpublshers
[ ForeignsecurityPrincipals | €DHCP Admii...
Users. €Z0HCP Users
€Zonsadmins
€ZonsUpdaterr...

ceount for admini..
k of this group are. .
= k who have admini..
ks who have view-...

L2 finistrators Group
OpenbomeFage v g are permi...

'(-‘ Alow access.
" Deny access

€ Gontrol aceess trough Bemote Access Poliy

€7 Domain Admins Send Mal tted administrators... I ity BallrD
€nomain Com... » btations and serve... - Callback Optior
Domain Cont... S— — —— fin controlers n th... & No Calback

€5Domain Guests

€FDomain Users
Enterprise ...

€5 Group Policy ...

£ Set by Caller (Routing and Remote Access Service only)

1 Aways Calback to

e mmtnnm a0 n 0~ i
S
'5’

Properties
Guest ——pecountfor guest .. I=| Assion a Static [P Address l—
€liHelpservices... He r the Help and Su...
s _wee Security Group ... 115 Worker Process Group (™| Apply Static Houtes
€7 1USR_WIN2003 User Buit-n account for anony... Define routes to enable for this Dialn
€ IWAM_WINZ... User Buitn account for Intern.. connection. m‘
€7 postgres User PostareSQL service account
CTRAS and IAS ... Security Group ...  Servers in this group can ... -
€% schema Admins  Security Group ... Designated administrators.
4 | @SUPPDRT;}B. . User This is a vendor's sccount .. | K | Canced | £ERlY |

Bsor| |D B | Pt N

® ) %G s20pm

® Log file for analyzing IAS authentication problem

» Internet Authentication Service
Ble Action View Help
crlEEsR2
@ Internet Authentication Service (Local)
{2 RADIUS Clients
43 Remote Access Logging
S Remote Access Polides

E-{_] Connection Request Processing Local File Properties zlxl
& Connection Request Polides
~{] Remote RADIUS Server Groups Setings | Log e |

Log the following information

[ Desaription [
CH\WINDOWS \system32Y_ogFiles
<not configured >

SQL Server

¥ Accounting requests for example. accounting start or stopk

7 At sests for example. or

¥ Periodic status for example. interim accounting requests)

ok | Canced | soow |
4 _»| | EESOPPORT 35, User TR & & Vendor s SCcount .-

m‘ |2 e |[®: internet icati... < Active Directory Users a...




Log file directory

Ele  Acton View Help
EEENEE:

@ Internet Authentication Service (Local)

[ Desaription [
{1 RADIUS Clients C:\WINDOWS \system32\LogFiles
~/_3 Remote Access Logging FSQL Server <not configured >
S Remote Access Polides
5 &5 Comecton ret o 1
& Connection Request Polides
~{] Remote RADIUS Server Groups Satings Log e |

Name: [Nyymm log
Directory

CAWINDOW S \system32\LogFiles Browse.

£ Never unlimited file size)
£ When log fle reaches this size: 10 HE

[ When diskc s full delete older log files

ok | Caced | spy |

ERSOPPORT_35... User “ThiS is @ vendor s account ..

m‘ |2 e |[®: internet icati... < Active Directory Users a...

® WAP/WPA2-enterprise configuration on access point

DAP-2690
" Maintenance ~ ® " Configuration - z L
' DAP-2650 m i
i Basic Settings
Wireless Band 246H v
[ Advanced Settngs Cei AccessPoint  ~
[ status Network Name (S51D)
SSID Visisility Enable +
Auto Channel Selection Enable ~
Channel 5
Channel Width 20 MHz -
WPA Mode AUTO (WPA or WPAZ) +
Cipher Type Auto ~ Group Key Update Interval (Seconds)
Network Access Protection
Network Access
Protection
RADIUS Server Mode
RADIUS Server Internal
Primary RADIUS
RADIUS Server 192.168.0.200 RADIUS Port 1812
RADIUS Secret
Backup RADIUS Server Setting (Optional)
RADIUS Server [ rebwsPort
RADIUS Secret
Primary Accounting Server Setting
Accounting Mode Disable =

Accounting Server [1  AccountingPort

Accounting Secret - 1

Backup Accounting Server Setting (Optional)

Accounting Server [ 1  Accounting Port
1]

Accounting Secret




Wireless client configuration
Security type: WPA/WPA2-Enterprise, Encryption type: TKIP/AES

-

1 =B = |
%vhﬂﬂ » Control Panel » Network and Internet » Manage Wireless Networks pel
=

v | ¥4 ||| Search Manage Wireless Networks
= = =

Manage wireless networks that ug

Windows tries to connect to these networks

@ 1! Manually connect to 2 wireless networl
To see networks that use a different wirel -

o

?
Add  Changeadapter ~  Adapter propert How do you want to add a network?

A« Manually create a network profile
“=. This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (5510) and
security key (if applicable).

& Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

! Manually connect to a wireless networl

Enter information for the wireless network you want to add

Metwork name: aaron-dap-2690

Security type: [WPAZ— Enterprise "]

Encryption type: [AES - ]

Security Key: | | [|Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.




aaron-dap-2690 Wireless Network Properties =

Connection | Security

Security type: WPA2-Enterprise -
—

v” Settings

[ Micrasoft: Protected EAP (PEAP)

[ Remember my credentials for this connection each
time I'm logged on

M on” (22 DAP-2690

Trusted Root Certification Autharities:

| W] AddTrust External CA Root

[7] Baltimore CyberTrust Root

[ certum CcA

[7] Class 3 Public Primary Certification Authority

[ DigiCert High Assurance EV Root CA

[ Entrust.net Secure Server Certification Authority
[7] Equifax Secure Certificate Authority -
< m ] »

-
EAP MSCHAPw2 Properties .

=

When connecting:

O

Automatically use my Windows logon name and
password (and domain if any).

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[secured password (E4P MSCHAP v2) - [ configure...

Enable Fast Reconnect

[] Enforce Network Access Protection

[ Disconnect if server does not present eryptobinding TLV
[] Enable Identity Privacy

! 1 item

Client information on AP

D-Link

7

¥ Home *  Maintenance «

DAP-2690

['ﬁ] Logout

551D

Device Information
Client Information

Network Connection Details

Primary SSID  00:1E:58:9B:1F:A0 N
Client Information

MAC Band Authentication

WPA2-EAP

Client Information Station association (2.4GHz) : 1

Station association(5GHz) : 0

General

Internet

Mo Internet access
Enabled
saron-dap-2650
04:14:09

300.0 Mbps

Details... H Wireless Properties I

62,647 |

—_— %! —— Received
il

88,851

[@Pmperﬁas ” @D\sable ” Diagnose ]

Connection

Froperty Value IPv4 Connectivity:
Connection-specific DN...  diink.comiw IPw6 Connectivity:
Description WildPackets D-Link DVWA-160 Xtreme N Media State:
Physical Address 00-1E-58-9B-1F-AD SSID:
DHCP Enabled Yes Duration:
IPv4 Address 192.168.0.108 Speed:
IPvd Subnet Mask 255.255.255.0
Lease Obtained 201298198 FF 06:38:23 Signal Quality:
Lease Expires 201297208 TF 06:38:22
|Pvd Default Gateway 152.168.0.1
|Pwd DHCP Server 192.168.0.1 Activity
IPv4 DNS Server 192.168.0.1
IPv4 WINS Server Sent
MNetBIOS over Tepip En...  Yes
Linkdocal IPv6 Address  fe80:2df7fee7.cdo:4ac9%34 Bytes:
|Pv6 Default Gateway
IPvE DNS Server
4

[




® 802.1x Authentication configuration on access point

DAP-2690
#  Home *{" Maintenance - B Configuration -
: DAP-2690 |! II!! I! ! ! E!!I! !!
El @ Basic Settings
. E Wireless Wireless Band 24GHz ~
§E Lan
[ Advanced Settings Bk Access Point -~
[ smtus Netwark Name (SSID)
S5ID Visibility Enable +
Auto Channel Selection Enable +
Channel
Channel Width
Authentication 802.1X -
RADIUS Server Gettngs

Ke‘ uEdate Interval 300 (Seconds)

RADIUS Server Mode

RADIUS Server @ External ) Internal

Primary RADIUS Server Setting

RADIUS Server RADIUS Port
RADIUS Secret [sosesses ]

P
RADIUS Server [ rebwsport
RADIUS Secret [ ]
Accounting Mode Disable ~

Accounting Server I:l Accounting Port |1
Accounting Secret [ J
Backup Accounting Server Setting (Optional)

Accounting Server I:l Accounting Port |1

Accounting Secret [ |

Wireless client configuration
Security type: 802.1x, Encryption type: WEP

Enter information for the wireless network you want to add

Metwork name: aaron-dap-2690

Security type: |802.1 -

Encryption type: |WEP - |

Security Key: | | [|Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

l Mext I[ Cancel




- = 3 T - 3 —
{soon-do 2550 Wi Networ Properies 7 T EE ) protaiedE4ppoperi e wscrar popeie
Connection | Security When connecting:

[Tl validate server certificate

When connecting:

Automatically use my Windows logon name and

Security type: a02. 1% - []cennect to these servers: password (and domain  any)

Encryption type: WEP - |
Trusted Root Certification Autharities:
al

Baltimore CyberTrust Root
Certum CA

Class 3 Public Primary Certification Authority
DigiCert High Assurance EV Root CA
Entrust.net Secure Server Certification Authority Automatically connect
Equifax Secure Certificate Authority - :

Choose a network authentication method:
| Microsoft: Pratected EAP (PEAP) | [ settings

Automatically connect

Remember my credentials for this connection each
time I'm logged on

[ C m ] »
[ Do not prompt user to authorize new servers or trusted
certification authorities.
Advanced settings

Select Authentication Method:

[secured password (EAP-MSCHAR v2) - [ configure....
Enable Fast Reconnect
Enforce Network Access Protection
Disconnect if server does not present cryptobinding TLV

aaron-dap-2690 Profile name: aaron-dap-2690 Radi

Security type: 802.1x

-
i aaron-dap-2690 Wireless Metwark Froperties

Connection | Security 302, 1¥ settings

Spedfy authentication mode:

Security type: ’302- X [User or computer authentication '] | Save credentials
Encryption type: [WEP

[pelete credentials for all users

] Enable single sign on for this network

Choose a network authentication method: (@) Perform immediately before user logon
[M’crosoft: Protected EAP (PEAP) v] [ Settings Perform immediately after user logon

Taximumn delay {seconds): 10

Remember my credentials for this connection each
time I'm logged on

[¥] Allow additional dialogs to be displayed during single
sign on

[] This network uses separate virtual LANs for machine
and user authentication

Advanced settings




Client information on AP

DAP-2690
Maintenance Configuration - 1 @] Logout Help
® DAP-2690
[ Basic Settings
: [ Advanced Settings Client Information  Station association (2.4GHz): 1
El i Status -~ -~ ~
Device Information MAC Signal
Client Information
=) WDS Information VPrrrary S5ID 00-24;:7TJ.CA.BLZD. tiG . B02.1X/WEP ‘ |‘
[ stats Client, ation association - | = |
i Log
General
Netwaork Connection Details:
Propetty Value Connection
Comectionepecfic DN...dink com 1Pv4 Connectivity: Internet
lalgl {elghete] =2 - MK Com .tw
IPvG Connectivity: No Internet
Desaription intel(R) Certrino(R) Utimate-N 300 AGN e e S
Physical Address 00-24-D7CAB1-20 edla State: =oie
DHCP Enabled Yes SS5ID: aaron-dap-2690
|Pud Address 192 162.0.100 Duration: 2 days 12:40:48
1Py Subnet Mask 255.255.255.0 Speed: 54.0 Mops
Lease Obtained 2012E3H248 £F 10:2431 Signal Quality: !ﬂ!
1
Lease Expires 20M2FIB258 o 10:2431
IPvé Defautt Gateway ~ 192.168.0.1 Detals... || wrelessPropertes |
IPv4 DHCP Server 192.168.0.1 Activi
1Pv4 DNS Server 19216801 ity -
1Pv4 WINS Server ent k&  Received
MetBIOS over Tepip En...  Yes
Linkdocal IPv6 Address  feB0::a4ad:698:¥42:4cf5% 34 Bytes: 944 I 12,925
|PvE Default Gateway
IPv6 DNS Server
< [@'Properhes H @'Disabla H Diagnose ]
Close L

Troubleshooting

-Event viewer via 2003 server

&
&
[%: | [ =] Computer Management (Local) T [ pate [ Time [ Source [ category. Event | User Computer |
£ i System Tools PInformation  9/19/2012  6£:383:16PM  1AS None 1 N/ WIN2003
g Event Viewer @Information  9/19/2012  6:38:10PM  Service Control Manager  None 03 N WINZ003
i -] Applcation Dinformation  9/19/2012  6:38:10PM  Service Control Manager  None 7035 SYSTEM WINZ003
2| Directory Service 38:
b ¥ B\ Warning 9/19/2012  6:3B00PM  IAS None Event Properties 20 x|
erver A warning 9/19/2012 6:35:33PM 1S None
;‘IE Repiication Service | 7% \yarming 9/19/2012 6:33:40PM  1AS None Event |
[ seu:;:v A\ Warning 9/19/2012 6:33:38PM  1AS None - — -
a hE’Ey;FI ders @informaton  9/19/2012 145 None == /2012 Sourcs t
H @ nformation  9/19/2012 Service Control Manager  Nane = GEBE] G o
E-g Performance Logs and Alert: A oy T o Evert [D: 1 +
Warning /19/2012 :02:36FM  W3ZTime None < = 1
Device Manager
B &4 storage @Information  /19/2012  6:0216PM  Service Control Manager  None L= L By
&) Removable Storage @ Information  9/19/2012 6:02:16PM  Service Control Manager  None Computer: WIN2003
* [ Disk Defragmenter @Information  9/19/2012  6:02:14PM  Service Control Manager  None
Disk Management @Information  /19/2012  6:02:14PM  Service Control Manager  None
{89 Services and Applications )Information  8/19/2012 6:02:14PM  Service Control Manager  None

=test tsd dlink com/Users/aaron

Minformation  $/13/2012  6:02:14PM  Service Control Manager  None
@ Information  9/19/2012 Service Control Manager  None
@ Information  9/19/2012 Service Control Manager  None

92.168.0.50
Eror 3/19/2012 Netiogon None Station-Identfier = 00-1E-58-98-1F-AD
informaton  9/19/2012 Service Control Manager  None NASFort-Type = Wireless - IEEE 802.11
@ 1nformation  9/19/2012 Service Control Manager  None NAS-Port =0
@information  9/19/2012 5:54:35PM  Service Control Manager  None g,k e S L e W o) atestioation ol ]
@information  9/19/2012  5:54:24PM  Service Control Manager  None Deta: & Bytes " Words
— || ]| Dinformation  9/13/2012  5:5424PM  Service Control Manager  None T — o

0K I

Cancal |

.. | 5 actve Directory Users a.... |[=] Computer

| o ntermet

Bisur| |3 &




-Verifying and troubleshooting via log file

£ Internet Authentication Service

=10l x|

Ble Action View Help

EIEEEE:

Ele Edit Format View Help

@ Internet Authentication Service (Local) [ Description | ber Computer
(X RADIUS Clients C:\WINDOWS \system32\L ogFiles A WIN2003
-/ Remote Access Logging <not configured> A WIN2003
S Remote Access Polides STEM WINZ003
155 Cranertion Beauest Dracassinn " WINZ003
i C:\WINDOWS\system32\LogFiles =loix| " WINZ003
file Edit View Favorites TIools Help ‘ I | " wiNzoo3
Qbe - - (¥ | Psearch [ Fddes | 1§ 0 X 9 [ Er " s
Address [ ci\WINDOWS system32\ ogFies =] e N WINZ003
Name = I Size [ Type [ Date Modified [ Atiributes | A WIN2003
I Cluster File Folder 3/18/2010 11:32PM A WIN2003
IC)5hutdown File Folder 3/18/2010 11:29 PM STEM WIN2003
B mi1209.00g 4KB Text Document 9/19/2012 6:38 PM A A WIN2003

B 1209.log - Hotepad

192.168.
192.168.

—

< |

00, TAS, WIN2003,4,192.168. 0.
.50, host /Aaronihang-T420,09,19/2012,18: 38100, IAS, WIN2003, 25,311 1 192, RO 09/19/2012 0
150, aaron, 09,/19/2012,18: 38:16, 1a5, WIN2003, 4128, DAP-2600, 4, 152.168. 0. 50, 32, 1C:af :£7:95:0f :80, 5,0, 30, LC-AF—F7-85-0F -80 : aaron-
4:27 15,4132, Secured passworc

152.168.0. 50, host /Aaronihang-T420, 09/19/2012,18:33: 38, A5, WIN2003,4, 102. 168. 0. 50, 32, 1
28, 145 WIN2003, 25, 311 1 102. 168

0

0

0

0 33, IAS WINZDEB 4,192.168.0.50, 32,1
192.168. 0. 50, host/Aaronihang-1420,09/19/2012,18:35:33, IAS, WIN2003, 25 311 1 192. 168

0 0,32,

0

0

[+]

.50, aaron, 09/19,/2012,18: 3816, TAS, WIN2003, 4128, DAP-2690, 25, 311 1 192.168.

T8

zon ugfm/zuu 0
30, 1C-AF- T

158137 2,4127,5,4130, TEST\Aaron J

b.200 09/19/2012 0
1 :0f

192.168. 0. 50, host /Aaronlhang-T420, 09/19/2012,18:33:

192.168. 0. 50, Aaron Jhang, 09, 19/2012 18:33:40,IAs, WINZDDS 4 192. 168 0.50,32,1c:af:f

192.168.0. 50, Aaron Jhang,09/19/2012,18:33:40, IAS, WIN2003, 25 3111 192.168.0. 200 09/19/2012 0
192.168. 0. 50, host/AaronJhang T420, 09/19/2012 18:35:

192.168. 0. 50, host /Aaronlhang-T420,09,/19/2012,18:38

192.168.

0.200 09/19/2012 08

=101 ]

0,5,0! 30 1( AF-F7-95-0F-80:aaror -|
5 1,41 , 4130, TEST\host
aaron—dar| 269C
a

if:80,5,0, 30 1C-AF-F7-95-0F -

SDEUBDICAFF?BSD

4:27 4,4127,5, 413{),TE5T\|’|DSI

Bisur| |3 &

| o ntermet

. | & active Directory Users a... | 18, computer

[owe

|[5 mr2050 -

Notepad




