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1.

Configuring Microsoft Windows Vista for WPA2 Enterprise: Windows Wireless

From the Start Button, Select Network.
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2. Click on the Network and Sharing Center button.
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3. Click Set up a connection or network.

Network and Sharing Center

PTSLOANTABLE-PC Internet
(This computer)

View computers and devices

Connect to a nel

Manage network connections
Diagnose and repair

51- Not connected

Wireless networks are available,
Connect to a network

See also

Bluetooth Devices

Internet Options

Symantec LiveUpdate

Windows Firewall
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Tasks
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4. From the Set up a connection or network window, select Manually connect to a wireless network. Click

Next.

U iSet up a connection or netwu% I
-

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

| . :
Set up a wireless router or access point
Set up a new wireless network for your home or small business,

ﬁ Manually connect to a wireless network

Pl Choose this to connect to a hidden network or create a new wireless

n  Set up awireless ad hoc (computer-to-computer) network

=y Setupadial-up connection
'ﬁq‘ Connect through a dial-up connection to the Internet.

Aony Set up a temporary network for sharing files or an Internet connection.

»

m
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5. From the Manually connect to a wireless network window, under Choose a wireless adapter select
Wireless Network Connection.

@ ""-}‘ Manually connect to a wireless network

S X

Choose a wireless adapter

|Wirele_ss MNetwark Connection bt

[ et J| Cancel

6. Inthe Manually connect to a wireless network window, enter the following:

a.

oo o

Network name: UMwpa

Security type: WPA2-Enterprise (if available - otherwise WPA Enterprise)
Encryption type: TKIP

Confirm that Start this connection automatically is checked.

Click Next

Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

|2 i:h
@ @ Manually connect to a wireless network
Enter information for the wireless network you want to add
Metwork name: Uktwpa
Security type: ’WPAZ-Enterprise = ]
Encryption type: [TKIP v]
Security Key/Passphrase: Display characters

Configuring WPA2 Enterprise-Vista Windows Wireless

Page 3 of 6



The University of Montana - IT Central
User Documentation
Tuesday, December 16, 2008

6. A second Manually connect to a wireless network window displays indicating that you have successfully

added wpa. Click Change connection setting.

= | B |
) % Manually connect to a wireless network
Successfully added wpa
< Connect to..
Open the "Connect to a network” dialog so I can connect.
< Change connection settings
(Open the connection properties so that I can change the settings.

7. A wpa Wireless Network properties window displays. Click on the Security tab and verify that the following

are selected:

a. Security type: WPA2-Enterprise

b. Encryption type: TKIP

¢. Under Choose a network authentication
method select Protected EAP (PEAP)

d. Also verify that Cache user information
for subsequent connections to this
network is checked.

e. Click on the Settings tab.

S

wpa Wireless Network properties

Security

Security type: |wPa2-Enterprise -

Encryptlion type: ’T}C[P v]

Choose a network authentication method:
[Protected EAP (PEAP)

VH Settings...

Cache user information for subsequent connections
<
to this network

CK

[ Cancel
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8. A Protected EAP Properties window displays.

a. Uncheck Validate server certificate. 5
Protected EAP Properties @
b. Uncheck Enable Fast Reconnect, Enable
Quarantine checks, and Disconnect if When connecting:
server does not present cryptobinding [valdate server certificate
TLV. Connect to these servers:

c. Under Select Authentication Method,
verify that Secured password (EAP-

- B =
MSCHAP YZ) 1S SEIGCtEd ' [ Equifax Secure Certificate Authority
d. Click Conflgu re. [ GTE CyberTrust Global Root =

[ Microsoft Root Autharity

[ Microsoft Root Certificate Autharity B
[ Secure Server Certification Authority

[ symantec Root 2005 CA -
] [ 3

a

[}

e

Select Authentication Method:

’Secured password (EAP-MSCHAPR v2) '] ’ Configure...

[T Enable Fast Reconnect
[] Enable Quarantine checks
|| Disconnect if server does not present cryptobinding TLV

oK ] [ Cancel

9. An EAP MSCHAPv2 Properties window displays.
a. Uncheck Automatically use my Windows logon name and password.
b. Click OK.
c. Close out of all remaining dialog boxes by clicking OK or Close.

.
EAP MSCHAPY2 Properties =5

When connecting:

0 Automatically use my Windows logon name and
password (and domain if any).

[ ok || Cancel |

e P 4

10. If you have successfully completed this process an alert will display from your system tray (next to the time
display on your task bar). Click inside the alert to validate your credentials.

Rk Additional information is required to connect to wpa.

"= Click to provide additional information and connect
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11. In the Enter Credentials window, enter your User name (NetID) and Password. Do not enter a Logon
domain. Click OK.

N
Enter Credentials @

User name: ab123458

Password: ooo.oooo.l

Logon domain:

Save this user name and password for future use

[ OK ] [ Cancel

12. At any time, you may hover over the wireless connection icon located in your system tray to verify that you
are connected.

Currently connected to:

", umentana.edu (wpa) ﬂ!
< Access: Local and Internet Ll

<D a0 1132 AM
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