RADIUS server

RADIUS server - riadenie pristupu klientov do WiFi siete

Pristup do WiFi siete pomocou zdielaného kltuca je trocha neprakticky, ak potrebujeme povolit pristup
klientov do WiFi siete, a naopak ak potrebujeme pristup zakazat. Problém sa rozrastie, ak mame v LAN
viac AP (Access Point), pretoze je potrebné konfigurovat kazdy AP zvlast a ak pozadujeme aj nejaky
stupen bezpecnosti, potom RADIUS server je idedlnym rieSenim. Neplanujem vysvetlovat ako RADIUS
funguje, nakoniec to najdete na mnoho inych strankach, ako napriklad:

RADIUS - Wikipedie

Radius autentifikacia (Radius server)

Protokol RADIUS

Skor by som sa zameral na to, aky hardvér postaci
na takyto server, ako nainstalovat RADIUS,
konfiguraciu RADIUS servera a klientov. Hardvér
som zvolil taky, pre ktory by sa dnes uz asi
nenaslo iné vyuzitie. RADIUS server som
nainstaloval na HP Brio.

1. Hardvér

HP Brio - parametre

CPU: Intel Celeron (Mendocino) 467MHz

RAM: 192MB

HDD: 8GB ST38421A

CD-ROM

USB 1.1

Siet. karta: 3Com Corporation 3C905C-TX/TX-M
[Tornado] (rev 6¢)

2. Softvér

Po niekolkych netspesnych pokusoch s
FreeRadius na Debiane a Ubuntu kvoli problému s
pravami pre Sifrovany SSL protokol, moze byt
FreeRadius Sireny len vo forme zdrojovych kodov,
z ktorych som sa pokusil skompilovat bindrny
FreeRadius avSak netuspesne, zvolil som ako
zéklad RADIUS servera jednoduchy, ale vykonny
systém ZeroShell, ktory podla popisu splna
vsetky moje poziadavky na RADIUS server a tou
najpodstatnejSou je schopnost Sifrovania PEAP
MS CHAP V2.

Minimalne poziadavky na hardvér:

CPU: Pentium 233 MHz

RAM: 96MB

HDD: min. 1,5 GB (podporované su vSetKky typy
IDE, SATA, SCSI, USB disky)

USB, CDROM (USB nie je podmienkou, ale inStaldcia je jednoduchsia)

Grafika: VGA

Siet. karta: vSetky PCI, USB, PCMCIA podporované linuxovym jadrom (napr. 3Com, Realtek, NE)

2. Instalacia

Zo stranky ZeroShell-1.0.betal6.iso si stiahneme ISO obraz CD a
ZeroShell-1.0.betal6-CompactFlash-IDE-USB-SATA-1GB.img.gz komprimovany obraz disku. ISO obraz
CD je potrebné napalit na CD a ziskame bootovatelné CD, z ktorého je mozné spustit Live distribuciu
ZeroShell. Este potrebujeme nainstalovat ZeroShell na disk pocitaca. Stiahnuty obraz disku
Zeli?ssg?{llll-vl.O.betal6-C0mpactFlash-IDE-USB-SATA-1GB.img.gz, ktory mé 164 MB skopirujeme
na uc.

®* nabootojeme Live CD Zeroshell

® po nabootovani, na obrazovke vyberieme klavesou: s pristup do prikazového riadku
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1.0.betal4d March 21, 2011 -

467MHzZ

AND MENU

Activate

Type exit or Ctrl+D to return to main menu.

radius root= I

zasunieme USB disk

primountujeme USB prikazom: mount /dev/sdal /mpoint

prepneme sa do adresara mpoint prikazom: cd /mpoint

rozbalime komprimovany obraz disku a skopirujeme ho na disk prikazom:

gunzip -c ZeroShell-1.0.betal6-CompactFlash-IDE-USB-SATA-1GB.img.gz > /dev/hda
Cakajte, pokial sa znova neobjavi prikazovy riadok, kopirovanie méze trvat aj niekolko minut, az
desiatok mintut, v zavislosti od rychlosti diskov a USB.

(Ak kopirovanie neperebehne korektne, mozete este pouzit metodu, ktora som pouzil aj ja. Najprv som
gunzipom rozbalil obraz disku priamo na USB kluci, ale USB musi mat min 1,5 GB, a potom prikazom
dd if=obraz.img of=/dev/hda skopirovat obraz na pevny disk)

prepneme sa do korefiového adresara prikazom: cd /

odmountujeme USB prikazom: umount /mpoint

vytiahneme USB

musime nakonfigurovat priznak bootovania pre 1. partition prikazom: fdisk /dev/hda

Na obrazovke uvidite: Command (m for help):

teraz stlacime klavesu: p a uvidime takyto vypis:
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root@radius root= fdisk /dev/hda

The number of cylinders for this disk is set to 84680.
There is nothing wrong with that, but this is larger than 1824,
and could in certain setups cause problems with:
1) software that runs at boot time (e.g., old versions of LILO)
2) booting and partitioning software from other 0Ss

le.g., DOS FDISK, 05/2 FDISK)

Command (m for help): p

Disk /dev/hda: 8455 MB, 8455
32 heads, 61 sectors/track,
Units = cylinders of 1952 * ytes

Device Boot r Blocks System
Jdev/hdal 13633+ Linux
Jdev/hda2 157136 Linux
Jdev/hda3 819840 Linux
Jdev/hdad 7266320 Linux

Command (m for help): |
® teraz stlacime kldvesu: a, a objavi sa dotaz:
Partition number (1-4): stlacime kladvesu 1, pretoze systém bude bootovat z 1. partition

root@radius root> fdisk /dev/hda

The number of cylinders for this disk is set to 84680.

There is nothing wrong with that, but this is larger than 1824,
and could in certain setups cause problems with:

1) software that runs at boot time (e.g., old versions of LILO)

2) booting and partitioning software from other 0Ss
(e.g., DOS FDISK, 05/2 FDISK)

Command (m for help): p

Disk /dev/hda: 8455 MB, 8455
32 heads, 61 sectors/track,
Units = cylinders of 1952 * ytes

Device Boot Star Blocks System
Jdev/hdal 13633+ Linux
Jdev/hdaz2 15 7 157136 Linux
Jdev/hda3 176 819840 Linux
Jdev/hdad 1616 7266320 Linux

Command (m for help): a
Partition number (1-4): 1Jj
® skontrolujeme kldvesou: p a mali by sme dostat nasledovny vypis:

RADIUS server



RADIUS server
root> fdisk /dev/hda

than 1824,

rs Tn Thl‘ dl k is

ions of LILO)

Command (m for help):

Command (m for help):
Rozdiel je len v znaku * pri partition /dev/hdal, ale teraz uz mame nastaveny priznak bootvania z 1.

partition spravne
* zapiSeme nastavenie klavesou: w

® opustime prikazovy riadok kombinaciou klaves: Ctrl+d

* reStartujeme ZeroShell klavesou: r a potvrdime klavesou: y, pocCas reStartu vyberieme z mechaniky

CD a ZeroShell by mal nabootovat z pevného disku. Tymto je inStaldcia ukoncend, teraz treba server

nakonfigurovat.
WARNING: 1if continue the system 111 be restarted.

want to con

4. Konfiguracia siete v ZeroShell
Ako prvé, je potrebné nakonfigurovat IP adresu, aby sme dalSie nastavenia mohli urobit cez webové

rozhranie ZeroShell-u.
®* Po nabootovani, v zdkladnej obrazoveke stlacime klavesu: i IP manager a vstipime do sekcie

konfiguracie IP adries.
(rev 6c)

.8 (up)

Default Ga

||--||-1'|- IP addre

* Stlacime klavesu: m Modify IP address

® Ked sa objavi vypis
Interface [ETHOO]: stlaCime Enter (Ak mate v systéme viac siet. rozhrani a chcete konfigurovat IP
adresu pre dalsiu siet. kartu, potom najprv zadajte oznacenie rozhrania napr. ETHO1 a az potom Enter)
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X/T¥-M [Tornado] (rewv

y . [ [up]

COMMANDS

> Add IP at

¥»-M [Tornado]
.0 (up)

IP to modify [1]:

® Teraz moézete zadat IP adresu, ktort bude mat VA4S RADIUS server a potom aj sietov masku.
Ja som si nastavil IP adresu na: 192.168.1.4 a tato IP je pouzitd vo vSetkych nasledovnych prikladoch

® Ostatné nastavenia uz urobime cez web rozhranie ZeroShellu, nasmerujeme prehliada¢ na IP adresu
ktort sme nastavli v predchadzajicom kroku

https://192.168.1.4

® Potvrdime prijatie certifikatu

® Prihldsime sa do webového rozhrania, meno: admin heslo: zerosrhell
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ZeroShell =-Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -2 - @ L9 G} [C hiipsiyr92.168.1.4/

[ | ZeroShell 5 l

ZERDSHELL

= Net Services

Username | |

Password | |

Login Password |

Done

® Po prihlaseni,m6zeme skontrolovat a upravit IP adresu ZeroShell servera nasledovne
vlavo Setup hore Network vyberieme IP adresu, ktord chceme zmenit, vpravo Edit IP

RADIUS server



RADIUS server

o

-|-|r

ile Edit Wiew History Bookmarks Tools Help

Z£5:192.168.1.4 - Mozilla Firefox

@ -2 - @ L9 G} [C hiipsiyr92.168.1.4/

G|

| || Z5:192.168.1.4

Relegse 1.0.betald
About

= Net Services

| SETUP

AutolUpdate

Logout Beboot Shutdown
https

Profiles MNetwork Time

Show[alL  +| GatEway | NewwPN | MewBRIDGE | MNewBOND | NewPPPoE | N

SYSTEM

® Setup

®* | ogs
* Utilities

" ETHOO

10Mb/s Half Duplex
3Com Corporation 3c905C-THTH-M [Tornado] (rev 6c)

¢ | 192.168.1.4

| 255.255.255.0

Users

Groups

LDAP | NIS
RADIUS
Captive Portal

NETWORK

Hosts

Router

DNS

DHCP

VPN

Qos

Wireless

Met Balancer

SECURITY

Kerberos 5

m

" VPN99 Connection
Host-to-LAN OpenvPN In

" | 192.168.250.254

m

IP Configuration (ETHOO) VLAN

Mative

P
Metmask

1192.168.1.4 |
1255.255.255.0 |

ok | Cancel |

Done 192.168.1.4

Firewall
¥.509 CA
HTTP Proxy

Done

Nastavime predvolent branu, hore GATEWAY

RADIUS server

Mar 19 12:42,09 SUWCCESS: Systemn succassfully started with Linux kernel 2.6.25.20 and ZeroShell 1.0.betalsd
Mar 19 13:09,51 SUCCESS: Session opened from host 192.168.1.2 (Admin)



RADIUS server

®

Z£5:192.168.1.4 - Mozilla Firefox

-n

ile Edit Wiew History Bookmarks Tools Help
@->-¢& (i} [0 https:y192.168.1.4/

(%% RADIUS server | [ | Hardware comp.... || Zeroshell downl... . *§ install zeroshell... Oir

Relegse 1.0.betald

ZERDSHELL  sbout

= Net Services Logout Reboot Shutdown

| SETUP AutolUpdate Profiles Network Time https

Show [ ALL ~| {GATEWAY! | NewwPN | MNewBRIDGE | NewBOND | NewPPPeE | n

® Setup : : De : = |0 X
®* | ogs UF
® LUtilities Default Gateway |192.158.1.1 | [«

-

Users ok | Cancel |
Groups

LDAP | NIS
RADIUS
Captive Portal

NMETWORK Done 192.168.1.4 &

Hosts
Router " WPN99 Connections from Road Warrior clients not accepted '
DNS Host-to-LAN OpenvPN Interface [
DHCP " | 152.168.250.254 255,255.255.0 [
VPN

Qos
Wireless

Met Balancer

SECURITY

Kerberos S
Firewall
¥.509 CA
HTTP Proxy

m

m

Mar 19 21:32,27 SWCCESS: Systemn succassfully started with Linux kernel 2.6.25.20 and ZeroShell 1.0.betalsd
Mar 19 21:42,36 SUCCESS: Session opened from host 192.168.1.2 (Admin)

Done

® Nastavime meno nasho servera, vlavo Hosts, ozna¢ime meno, ktoré tam uz je zeroshell a hore
klikneme na Delete

]
P

® Potom Add vyplnime polia a klikneme na Submit
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25192 168. 1.9 - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -2 - @ L9 G} [C hiipsiyr92.168.1.4/

_[ | 25:192.168.1.4 a8 |

Relegse 1.0.betald

ZERDSHELL  sbout

= Net Services Logout Reboot Shutdown

| HOSTS Delete

radius. gljs. sk

® Setup

®* | ogs
® LUtilities Hostname radius

m Domain |g|jslsk

Users

Groups Description RADIUS ZeroShell server

LDAP | NIS Administrator's E-Mail |servis@g|js.sk
RADIUS

Captive Portal
NETWORK Kerberos 5 Authentication % Enabled ¢ Disabled

Hosts

m

Router

DNS

DHCP

VPN

Qos

Wireless

Met Balancer

SECURITY

Kerberos S
Firewall
¥.509 CA
HTTP Proxy

m

Mar 19 12:42,09 SUWCCESS: Systemn succassfully started with Linux kernel 2.6.25.20 and ZeroShell 1.0.betalsd
Mar 19 13:09,51 SUCCESS: Session opened from host 192.168.1.2 (Admin)

Done

® Tieto zdkladné nastavenia musime ulozit, inak by sme ich museli robit pri kazdom restarte
ZerosShell servera. Prepneme sa hore do sekcie Profiles
a klikneme na partition, na ktorej bude ulozeny nas profil, v naSom pripade na sda3
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25192 168. 1.9 - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -2 - @ L9 G} [C hiipsiyr92.168.1.4/

(%4 RADIUS server | [} z5:192.168.1.4 a8 |

Relegse 1.0.betald

ZERDSHELL  sbout

= Net Services Logout Reboot Shutdown

| SETUP AutolUpdate Profiles Network Time https
Partition: sda3 Create Profile Restore Profile | Wiew FS Delete Fou
SYSTEM
® Setup
® | ogs Warning:
* Utilities This software is NOT guaranteed to be bug free. It is your responsibility to properly test
IESE  production devices with important data. In any case, the author is not responsible for =
* Users software.
®* Groups
® LDAP / NIS B® Model: ATA SAMSUNG HDOB0H] (sda)
®* RADIUS Type: ext3 Capacity 788 MBE
® Captive Portal ® sda3 _ L
NETWORK Profiles Profile Description
® Hosts ¢ DB.0D2 P rofil
¢ Router Type: ext2 Capacity. 72 GB
¢ DNS " sda4 , o
* DHCP Profile Description
* VPN " DB.0O1 Profil
* QoS
* Wireless
® Net Balancer
SECURITY
® Kerberos 5
® Firewall
* 3.500 CA
® HTTP Proxy
Mar 23 19:47,46 SUWCCESS: Systemn succassfully started with Linux kernel 2.6.25.20 and ZeroShell 1.0.betalsd
Mar 23 19:48,54 SUCCESS: Session opened from host 192.168.1.2 (Admin)
Done

® Klikneme na Create Profile vyplnime polia, v polozke Description pomenujeme profil,

nezbudnime vyplnit polia Admin password a Confirm password, toto je heslo a potvrdenie hesla pre
vstup do webového rozhrania ZerloShellu.

a takisto vyplnime aj predvolenu branu Default gateway

Ak je vSetko potrebné vyplnené, stlacime Create
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£5:192.168.1.4 - Mozilla Firefox

m @

ile Edit Wiew History Bookmarks Tools Help

@ - - @ Lo 1} |0 hitpsy192.168.1.4/

| [} 25:192.168.1.4 e |

Relegse 1.0.betald

ZERDSHELL  about

= Net Services Logout Reboot Shutdown

| AutoUpdate Profiles MNetwork Time https

https://192.168.1.4'- Create Profile - Mozilla Firefox

® Setup ST38421A (hda)

® Logs w4l Mew Profile on partition hda3 .
* Utilities This

|_USERs LY

Users soff] Description }testprufile| |
Groups P Hostname (FQOM) |radius.g|js.sk |
LDAP / NIS Kerberos 5 Realm GLS. 5K |

RADIUS .
Captive Portal LDAF Base dc=gljs,dc=sk |

@Il admin password | |
Hosts Confirm password | |
Router NETWORK CONFIG
DS || Ethernet Interface | ETHOO - 3Com Corporation 3c905C-TX/TX-M [Tornad:

DHCP
VPN || 1P Address / Netmask l92.168.1.4  |/[255.255.255.0 |

QoS Default Gateway | |
Wireless o
Met Balancer

SECURITY

Kerberos S
Firewall
¥.509 CA
HTTP Proxy

m

m

Done

® Novy profil s ndzvom testprofile sme vytvorili, ulozili,
este je potrebné ho aktivovat
Oznacime profil, hore stlacime Activate
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25192 . 168.1.94 - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@-o - @ (o 0} [0 hitpsyy192.168.1.4/

(3 RADIUS server | [} z5:192.168.1.4 o |

Release 1.0.betald

ZERDSHELL  sbou

= Net Services Logout Reboot Shutdown

| SETUP AutoUpdate Profiles Network Time https

Profile: DB.00S (sda3) Activate | Deactivate | Infnl Delete | Backup |

SYSTEM —

* Setup

* | ogs Warning:

* LUtilities This software is MOT guaranteed to be bug free. It is your responsibility to properly test
IESEE  roduction devices with important data. In any case, the author is not responsible for a

* Users software.

* Groups

* LDAP / NIS # Model: ATA SAMSUNG HDOB80H] (sda)

* RADIUS Type: ext3 Capacity: 788 MB

* Captive Portal _ o

NETWORK " sda3 Profile Description

® Hosts Profiles ¢ DB.004 profile

® Router *) DB.00S testprofile

.

DS Type: ext2 Capacity 72 GB

¢ bHce " sdaa

* VPN Profile Description

L QC:S " DB.001 profile

* Wireless =

* Net Balancer

SECURITY

m

* Kerberos 5
* Firewall
* . 509 CA
* HTTP Proxy
Mar 29 20:10,42 SUCCESS: Session openad from host 192,168, 1.2 (Admin)
Mar 29 20:11,34 SUCCESS: Profile _DB.005 successfully created on partition sda3
Done

® Zobrazia sa ndm informdcie o profile a znova stlacime Activate
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®

Edit

@ »-¢

(5% RADIUS server

ile

-n

Wiew History Bookmarks

Z£5:192.168.1.4 - Mozilla Firefox

Tools Help

(i} |C httpsyy192.168.1.4/

| [} z5:192.168.1.4 a8 |

ZERDSHELL

= Net Services

Relegse 1.0.betald
About

Logout Beboot Shutdown

SYSTEM

® Setup

®* | ogs

* Utilities
_USERS |
Users
Groups
LDAP | NIS
RADIUS
Captive Portal

NETWORK

Hosts
Router

DNS

DHCP

VPN

Qos

Wireless

Met Balancer

SECURITY

Kerberos S
Firewall
¥.509 CA
HTTP Proxy

L L L L B L B N - L B B B

m

Done

Profiles MNetwork Time

AutolUpdate

https

Profile: DB.0O0S (sda3) Deactivate | Info | Delete

Backup

hitps: /192, 168.1.4 = Activate Profile - Mozilla Firefox

ATA SAMSUNG HDOB0H)] (sda)
Profile _DB.0OD% on partition sda3

PROFILE IMNFD

Description testprofile
HostMame radius.gljs.sk
KS Realm GLS. 5K

LDAF Base dc=gljs. de=sk
Last Activation MNewver

Last Backup Mever

Warning: after the profile activation the systern will be rebooted. This Htps connection will be closed and netw
firewall, VPMs and WLAN s will be reconfigured. As a result, vou could be not able to connect to the web interface
systermn into Fail-Safe mode using the local conscle. For these reasons, you should never activate a new profile i
consale.

® Aktivaciu je potrebné potvrdit este raz stlacenim OK a bude nasledovat reboot ZeroShell servera s
nastaveniami ulozenymi v novom profile testprofile
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By

e ]

File Edit Wiew History Bookmarks Tools

Z£5:192.168.1.4 - Mozilla Firefox

Help

@ 5@

(i} |C httpsyy192.168.1.4/

(5% RADIUS server
Relegse 1.0.betald

[} 25:192.168.1.4 |

ZERDSHELL  abou
- Net Services Logout Reboot Shutdown
Profile: DB.0O0S (sda3) Actwatel Deactivate | Info | Delete | Backup |
SYSTEM - : : —_
® Setup S https://192.168.1.4 - Activate Profile - Mozilla Firefox
®* | ogs
® Utilities ATA SAMSUNG HDOB0H)] (sda)
PEESE | Profile _DB.00S on partition sda3
® lsers n
The page at https: /1921
® Groups PROFILE INFO pay P
: ;Egl;'u_:slzug Description testprofile ;l?-) Are you sure you want to activate
e Captive Portal HostMName radius.gljs.sk
METWORK KS Realm GLS. 5K
® Hosts LDAP Base de=gljs,dc=sk Car
* Router Last Activation MNever
® DNS Last Backup Mever
* DHCP
* VPN
* Qos
* Wireless
® Net Balancer
SECURITY
® Kerberos S . o ] ) ) ]
® Firewall Warning: after the profile activation the systern will be rebooted. This Htps connection will be closed and netw
- firewall, VPMs and WLAN s will be reconfigured. As a result, vou could be not able to connect to the web interface
® .500 CA systermn into Fail-Safe mode using the local conscle. For these reasons, you should never activate a new profile i
® HTTP Proxy consale.
Done

® Po reStarte sa znova prihldsime cez webové rozhranie a nastavime certifikat.
(Nastavenie certifikdtu mézete aj vynechat, ak Vam neprekdza,
ze certifikat bude mat oznacenie ZeroShell Example CA, ale doporucujem ho radsej nastavit)

Key Size ponechame na hodnote 1024 bits

Vlavo v sekcii SECURITY klikneme na X.509 CA a potom vpravo hore Setup
Zaskrtneme volbu vpravo hore key a hned vedla zvolime typ PEM
Vyplnime Common Name tu si napiSte oznacenie, pod ktorym bude Vas certifikat identifikovany

Validity (days) pocet dni platnosti certifikatu, 3650 znamena 10 rokov.
Nasledovné 3 polozky radsej vypliite len dvojpismenovou skratkou, pretoze ked som skusil zadat do

tychto policok dlhSie retazce, tak sa novy certifikat vygeneroval, ale s p6vodnymi, teda predvolenymi
nastaveniami. Dovod takéhoto spravania som sice nezistil, ale pri pouziti dvojpismenovych skratiek, sa

certifikdt vygeneroval spravne.

® Este vyplnte 3 posledné polia a potom stlacte vpravo hore Generate
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Z5:192.168.1.94 - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help
e« -»-¢& (i} |0 https:y192.168.1.4/

@RADILJS senver X | || Z5:192.168.1.4 &8 |

Release 1.0.betald

ZERDSHELL  sbou

= Net Services

- Logout Reboot Shutdown
| ¥.509 CA Manage Imported

CA Certificate and Private Key

SYSTEM

* Setup

® Logs Common Mame radius.gljs.sk CA |

® Utilities key Size 1024 bits

__USERS __________ [RVNRRR LI 3650 |

* Users c t}" N Y K

® Groups ountry Name | |

® |LDAP [ NIS State or Province |EL.I |

® RADIUS Locality kN | Im

® Captive Portal o -

NETWORK Organization |g|js.sk; |

®* Hosts Organizational Unit school |

¢ Router E-Mail Address servis@gljs.sk |

* DONS

® DHCP CA Default Parameters

* VPN Apply |

* Qos Key Size 1024 bits ~

¢ Wwireless Certificate Validity (d 255

* Net Balancer ertificate Validity (days)

SECURITY

® Kerberos 5 Export userfhost certificates on the authentication page

® Firewall

* . 500 CA

® HTTP Proxy
Mar 30 19:57,30 SWCCESS: Systemn successfully started with Linux kermel 2.6.25.20 and ZeroShell 1.0.betalsd
Mar 20 20:02,01 SWCCESS: Session openad from host 192.168.1.2 (Admin)

Done

* Nasleduje upozornenie o strate platnosti vSetkych certifikatov vygenerovanych na tomto serveri, ale
kedZe sme eSte ziadny certifikat z tohoto servera nepouzili u klienta, m6Zeme bez obav stlacit OK

The page at hitps://192.168.1.4 says:

—

L‘g_) WARMING: if you continue with this operation you will lose all Certificates and Private Keys
(Host and User Cetificates too) and the Certification Autharity will be reset. If you actually
want it then press [OK]

Cancel @OK

° Nof v certifikat je tymto vygenerovany, teraz je potrebné urobit Export doveryhodného (Trusted)
certifikatu
® Vpravo hore prejdeme na Trusted CAs
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o

Z£5:192.168.1.4 - Mozilla Firefox

-|-|r

ile Edit Wiew History Bookmarks Tools Help

@ -2 - @ L9 G} [C hiipsiyr92.168.1.4/

(%4 RADIUS server | [} z5:192.168.1.4 a8 |

hitps:/f192.1T68. 1.4 = Trusted CAs - Mozilla Firefox

= NetS Trusted Certification Authorities View CA | Wiew CRL

Trusted CAs list

radius.glis. sk CaAfemailaddress=senvis@gljs.sk (Local CA) [CRL:Mar 30 2011]

SYSTEM

® Setup
®* | ogs
* Utilities

Users
Groups
LDAP [ NI
RADIUS
Captive H
Hosts
Router
DNS
DHCP
VPN
Qos

Wireless M“ Browse. ., Rermowve
Met Balai
Note:

Kerberod| You can specify a file which contains the ¥.509 certificate of the CA to import, the CRL or both ir
Firewall

¥.500 CA
HTTP Pro

m

m

Done

Done

® V zozname oznacime certifikat, ktory budeme exportovat, vpravo hore nastavime typ PEM a stlacime
Export

RADIUS server



RADIUS server

Opening TrustedCA pem

You have chosen to open

| ] TrustedCA.pem

which is a: PEM file
from: https;/192.168.1.4

wWhat should Firefox do with this file?

Open with  Browse...

|* Save to Disk

Do this automatically for files like this from now on.

Cancel @OK

* Takto vygenerovany certifikat si ulozte na USB, bude ho potrebné nakopirovat do kazdého

klientského pocitaca,
ktory ma byt overovany cez RADIUS server.
® Ako importovat certifikat, bude popisané neskor, v Casti Konfiguracia klienta

® ESte musime v ZeroShelli zapnut RADIUS server
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Z5:192.168.1.94 - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -2 - @& L 0} [O hiipsyr92.168.1.4/

_[ | 25:192.168.1.4 a8 |

Release 1.0.betald

ZERDSHELL  sbou

= Net Services

- Logout Reboot Shutdown
| RADIUS Manage Access Points

= RADIUS Server for Wireless and ldentity Based Networking Services
* Setup
® Logs Status: ACTIVE
® Utilities
® lUsers o
* Groups %508 Host Certificate

. Local CA )| OU=Hosts, CN=radius.gljs.sk -

® LDAP / NIS | glis-sk_=f
¢ RADIUB View | Status: OK
® Captive Portal

METWORK
® Hosts Some Motes
& Router This RADIUS server supports EAP-TLS, PEAF and EAP-TTLS because through TLS they guarartes a strong authe
® DNS (WPA). In order to encrypt the communication between the RADIUS server and the clients you need to select an

needs to use ¥.509 user certificates and related keys on the client-side in order to authenticate the users. In PEAF

®* DHCP MSCHAPYZ that autherticate the clierts with the same usernames and passwords used with Kerberos 5. In any
* VPN WLAN. Don't forget to set a shared secret bestwen Access Points and the RADIUS server in order to permit ther
* Qos
® Wireless
¢ Net Balancer

SECURITY
® Kerberos 5
® Firewall
® . 500 CA
® HTTP Proxy

Mar 19 12:42,09 SWCCESS: Systemn successfully started with Linux kermel 2.6.25.20 and ZeroShell 1.0.betalsd
Mar 19 12:09,51 SWCCESS: Session openad from host 192.168.1.2 (Admin)
Done

® Vlavo v sekcii USERS klikneme na RADIUS, vpravo nastavime Enabled a potom Save
® Nstaavime AP (Access Point, aspon jeden)
¢ Klikneme hore na Access Point alebo RADIUS AUTHORIZED CLIENTS (vo verzii beta 16)
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©

Z£5:192.168.1.4 - Mozilla Firefox

-n

ile Edit Wiew History Bookmarks Tools Help
e »-¢ (i} [0 https:y192.168.1.4/

(3t RADIUS ser... | | Hardwarec.. || Zeroshelld... | #§install zeros... [ Instalingz...

Relegse 1.0.betald

ZERDSHELL  sbout

= Net Services Logout Reboot Shutdown

hitps://192.168.1.494 - Access Point List - Mozilla Firefo

® Setup Access Point List
* Logs

* Litilities
EEELF_ Access Point Mame IP or Subnet Shared Secret
- | | ] |
®* Groups
* | DAP / NIS
.
.

Access Point Name IP or Subnet
| CANYOM 192.168.1.5 tes

RADIUS
Captive Portal

NETWORK

Hosts

Router

DNS

DHCP

VPN

Qos

Wireless

Met Balancer

SECURITY

Kerberos S
Firewall
¥.509 CA
HTTP Proxy

Done

* AP nejako pomenujeme, zadame jeho IP adresu, a tzv. Shared Secret je to lubovolny retazec znakov,
ale rovnaky musi byt nastaveny aj v AP
® Stlacime Add potom Close a nakoniec znova Save

DHCP Server

DHCP server potrebujeme, aby boli dynamicky pridelované IP adresy pocitacom,

ktoré sa budu pripdjat cez wifi do nasej siete.

Ak uz mate v sieti nejaky DHCP server, potom DHCP server v ZeroShelli ponechajte vypnuty !
Ak by boli v jednej sieti 2 DHCP servery, mohlo by déjst ku konfliktu IP adries a tym k problémom v
celej LAN

Ak nemate iny DHCP server, potom pre pridelovanie IP adries bude takyto server potrebny

® Vlavo v sekcii NETWORK kliknite na DHCP, potom vpravo hore New a nastavime podsiet,potom OK
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& Z5:192.168.1.4 - Mozilla Firefox
File Edit \iew History Bookmarks Tools Help

@-r-@ (i} | httpsys192.168.1.4/

| [} 25:192.168.1.4 4 (33 RADIUS server &3

Felegse 1.0.betald

ZERDSHELL  sbou

= Net Services

— Logout Reboot Shutdown
| DHCP SERVER Manage | Leases ' '
Active on: Suk
SYSTEM R 2 _ : .
e Setup WARNING: DHCP Server is not started because there is not a subnet configured.
® Utilities Fhttps://192.168,1.4 - Create DHCP Subnet - Mozilla
® Users New DHCP Subnet definition
®* Groups Days
™ i oo - .
LOAR I NIS [0 =) fvailable  [192.168.1.0/255.255.255.0 (ETHOL) =]
* RADIUS
& Captive Portal Range 1 I: o [92.168.0.0 |
NETWORK Range 2 HET n BBk
® Hosts 5 Metmask  [255.255.255.0 |
iange 3
* Router
* DNS
® DHCP Subnet Options oK | Cancel |
* VPN
® Qos Default Gateway
® Wireless DMS 1
® Net Balancer ONS 2
SECURITY Done 1t
& Kerberos 5 Divg 3
® Firewall Domain Mame | |
® X.509 CA NIS Domain | |
® HTTP Proxy o f 10 11
Apr14 181925 SUCCESS: DHCP subnet 192.168.1.0/255.255. 255.0 successfully saved.
Aprl4 18:27,23 SUCCESS: DHCP subnet 192.168.1.0/255.255.255.0 succassfully deleted.
Done

® Vpravo zaskrtniut Enabled a doplnit rozsah IP adries Range 1, ktoré budu pridelované dynamicky.
IP adli{eysy, ktoré st mimo tohoto rozsahu, nebudu pridelované DHCP serverom, a mozu byt pouzité
staticky.

® Na zaver ulozime konfigurdciu Save a DHCP server je pripraveny pridelovat IP adresy.
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File Edit

Wiew History Bookmarks

Tools Help

@ -2 - @& L 0} [O hiipsyr92.168.1.4/

' [| Z5:192.168.1.4 a8 |
Release 1.0.betald
ZERDSHELL  aoou
=- Net Services Logout Reboot Shutdown
Active on: ETHO1 Subnet |192.158.1.D!255.25
SYSTEM
* Setup Save | Changes not saved
®* | 0gs - : —= .
. Dynamic I[P Configuration Stati es
® Utilities ) 1 o] Static IP Entries
_ USERS Default Lease Time  Max Lease Time | | Fixed IP MAC
®* Lsers Days Hours Minutes Days Hours  Minutes
* Groups 00 =§038 ~JO0 =00 =§12 -=RO0 -
* | DAP / NIS
e RADIUS Range 1 192.168.1,.200 | - [192.168.1.254 |
® Captive Portal Range 2 | | - | |
NETWORK Range 3 | | ) | |
* Hosts
* Router
® DNS Subnet Options Advanced |
* DHCP
* VPN Default Gateway |192.158.1.1 |
® Qos DNS 1 192.168.1.1 |
¢ Wireless DNS 2 l92.168.1.2 |
® Net Balancer
SECURITY DNS 3 | |
® Kerberos 5 Domain Name iglis.sk |
¢ Firewall NIS Domain | |
.
X.509 CA NTP Server | | |
® HTTP Proxy
AprlS18:56,36 SWCCESS: Session opened from host 192.168.1.2 (Admin)
AprlS 185656 SWCCESS: DHCP subnet 192.168.1.0/255,. 255, 255.0 successfully created.
Done
Uzivatelia

Najprv vymazeme skupinu nobody, nepytajte sa preco, ak som mal nadefinovanu tuto skupinu
uzivatelov, tak autentifikdcia cez RADIUS neprebehla korektne, po vymazani skupiny nobody uz islo

vSetko spravne.

Predpokladam, Ze to suvisi s obmedzenymi, alebo Ziadnymi pravami tejto skupiny

® Vlavo v sekcii USERS klikneme na Groups ozna¢ime skupinu nobody a potom vpravo hore Delete a

klik na OK
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£5:192.168.1.4 - Mozilla Firefox
Edit \iew History Bookmarks Tools Help

. - & (i} |0 httpsiy192.168.1.4/

ﬁ}‘ I% &

' [} 25:192.168.1.4 @ | (3 RADIUS server %)
Release 1.0.betal4d

ZERDSHELL  about

= Net Services Logout Reboot Shutdown

oroues | N N N

SYSTEM Entries found: 1 Group |nobody | GID 1
® Setup
® Logs Group GID Secondary Group's
* Utilities & | nobody 1
| USERS IS
Users The page at hitps://192.168.1.4 says:
Groups

LDAP | NIS L"?) Are you sure you want to delete the group?

RADIUS
Captive Portal

NETWORK

Hosts Cancel {-ﬂch‘:
Router

DNS

DHCP

VPN

Qos

Wireless

Met Balancer

SECURITY

m

m

® Kerberos 5
® Firewall
* X500 CA
® HTTP Proxy
Apr 14 18:57,55 SUCCESS: DNS service successfully enabled
Apr1418:57,57 SUCCESS: DMNS service successfully disabled
Done

* Teraz nadefinujeme mena a hesla uzivatelov, ktorym chceme povolit pripojenie cez WiFi

® Vlavo, v sekcii USERS klikneme na Users potom Add

Vyplnune meno toto je prihlasovacie meno do Wifi siete,

dalej klikneme do pola vpravo od home directory a systém sam doplni domovsky adresar,
vpravo v sekcii Default Shell vyberieme other a prepiSeme na /bin/false.

* Vyplnime udaje o uzivatelovi krstné meno, priezvisko, e-mailovu adresu a 2 x heslo

Toto heslo spolu s prihlasovacim menom buda pouzité na autentifikdciu pristupu do Wifi siete.
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File Edit \iew History Bookmarks Tools

Help

@-o - o 0} [0 hitpsy192.168.1.4/

| [} 25:192.168.1.4

% l % RADIUS server

==
Release 1.0.betald
ZERDSHELL  oout
= Net Services Logout Reboot Shutdown
| USERS List View Add Edit Delet

SYSTEM (New User)

* Setup

* |ogs

* Utilities Account Infarmation

m Username |Sergej | o I:I
* Users
®* Groups ' :
Home Directo home/serge Default Shell ¢ bash

* LDAP [ NIS & |,r g€l |

* RADIUS

* Captive Portal

NETWORK

m

User Infarmation

Lastname [Nikiticenko |

E-Mail |sergej@glj5.sk

® Hosts Firstname [Sergej
* Router
® DNS Description |
* DHCP
* VPN
* QoS
ADIUS Ace i
® Wireless RADIUS Accounting
® Net Balancer Expiration (mm/ddiyyyy)

L = = =

User Password

Password

|******m***

Canfirm

|**x***x**ﬂ

SECURITY )
Accounting Class DEFAULT -
* Kerberos 5 d
®* Firewall Limits Costs
® X.509 CA | -MB | -Hours -Mbjs| | 0.00€/MB | 0.00€Hour |
* HTTP Proxy
Aprl4 19:18,06 SWCCESS: entry "uid=sergej, ou=F eople, dc=gljs,dc=3sk" deleted
Aprl4 12:18,06 SWCCESS: Kerberos 5 principal and X.509 certificate related to the user serge) delstad
Done

* Nakoniec stlacime Submit, bude nasledovt generovanie osobného certifikatu, o
ktorému nemusime venovat pozornost a mozeme sa vratit vlavo do sekcie USERS Users a uvidime

zoznam uzivatelov.
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File Edit wiew History Bookmarks Tools Help

@- - & &} [0 httpsiy192.168.1.4/

[ ] £5:192.168.1.4 &3 @ RADIUS server

Release 1.0.betald

ZERDSHELL  sbout

= Net Services Logout Reboot Shutdown

Entries found: 3 Search

SYSTEM

®* Setup
® Logs Username Group Description

* Utilities dmin 0 System Administrator

-
SIS | | dolinsky 65534 Jozef Dolinsky
~ :

Userls serge 65534 Sergej Nikiticenko
Groups

LDAP / NIS
RADIUS
Captive Portal
Hosts
Router

DNS

DHCP

VPN

Qos
Wireless

Met Balancer
Kerberos 5
Firewall
¥.509 CA
HTTP Proxy

k]

* & 8 8 8 8 8 " e

m

Apr14 192459 SUCCESS: entry "uid=abc, ou=F eople, de=gljs, dec=sk" deletad
Aprl4 193459 SUCCESS: Kerberos 5 principal and X.509 certificate related to the user abe deleted

Cone

Tymto mdme RADIUS server nastaveny a nastavime Access Point AP

Konfiguracia Access Pointu AP

Na bezdrétové pripojenie som pouzil CANYON 802.11g
Wireless Router CN-WF514

®* Resetnite AP do vyrobnych nastaveni tlacitkom na
zadnej stene.

® Tlacitko pre Reset je vedla konektora napajacieho
zdroja

® Po resete ma AP nastavenu IP adresu 192.168.2.1
®* Nastavte si na PC IP adresu 192.168.2.2,

spojte ho prekrizenym ethernet kablom s AP,

alebo priamym ethernet kablom cez switch

Switch musi byt od LAN odpojeny.

® Ethernet kdbel pripojte na AP do portu s oznacenim 1,
nie WAN.

® Teraz sa pripojte na webové rozhranie AP,
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cez lubovolny web prehliadac, do ktorého zadajte IP adresu: 192.168.2.1
® Meno pre prihlasenie: admin (default) heslo: 1234 (default).

-y Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

. . &9 (&7 | hitpi192.168.1.5/

.+ Loading... &2

Lser Mame:

admin

Password:

Hofood

Cancel &

® Po prihlaseni, uvidite nasledovna obrazovku, potom kliknite na General Setup
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Wireless Router =Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

o - @ 0 4 D httpir192.168.1.5/index.asp

[ [ | Wireless Router

Broadband

Router

| Quick Setup. |
| Generai setup |
oem—
" Tools |

Done

G |

Quick Setup Wizard
The Quick Setup Wizard provides only the necessary
configurations to connect your Broadband router to your Internet
Service Provider (ISF) through an external cable or a DSL
maodem.

General Setup

The Broadband router supports advanced functions like Virtual
Server, Access Control, Hacker Attack Detection and DMZ. We
highly recommend you keep the default settings.

Status Information

The Broadband router's status information provides the following
information about your Broadband router: Hardware/Firmware
version, Serial Mumber, and its current operating status.

Tools

Broadband router Tools - Tools include Configuration tools,
Firmware upgrade and Reset, Configuration tools allow you to
Backup, Restore, or Restore to Factory Default setting for your
Broadband router. The Firmware upgrade tool allows you to
upgrade your Broadband router's firmware. The RESET tool
allows you to reset your Broadband router.

® Kliknite na System, Time Zone a nastavte casové pasmo a IP adresu Time Servera.
®* Kazdé nastavenie je potrebné potvrdit tlacidlom Apply
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Wireless Router =Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -0 - @ G} |O httpir192.168.1.5/index.asp

[ | | Wireless Router 5 ]

Broadband
Router

Time Zone 4

+ System

Set the time zone of the Broadband router. This information is used for 1o

Set Time Zone : I (GMT+01:00)Belgrade, Bratislava, Bud:

Time Server

192.43.244 .18
Address : I

* Wireless
¢ QoS
o NAT

Daylight Savings | Enable Function
Hl Times From | |anuary j I 1 j To

¢ Firewall

http Jf192.168.1.5/systimezone . .asp

®* Nastavte si nové heslo uzivatela admin, pre pristup cez web kliknutim na Password Settings
® Ak ste heslo eSte nemenili potom Current Password: 1234
® Nové heslo zapiste 2x do dalSich riadkov, potom Apply
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Wireless Router - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -0 - @ G} O httpir192.168.1.5/index.asp
G |

[ || Wireless Router

Broadband
Router

Password Settings 4

+ System

¥ou can change the password required to log into the broadband router's
ettings default, the password is 1234. So please assign a password to the Adminis
a safe place. Passwords can contain O to 30 alphanumeric characters, anc

Current Password : I

- New Password : I
® Wireless

* QoS
e NAT

Confirmed Password I

¢ Firewall

http://192.168.1.5/syspasswd.asp

®* Nastavime zdkladné sietové parametre pre router IP adresu,masku
®* Ak mate v sieti DHCP server, potom tento ponechajte vypnuty
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Wireless Router - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -0 - @ (3} |0 httpyr192.168.1.5/index.asp

[ | | Wireless Router %] ]

Broadband
Router

LAN Settings 4

* System

* WAN You can enable the Broadband router's DHCF server to dynamically alloc.
FLAN PCs. The broadband router must have an IF Address for the Local Area N

* Wireless

* QoS IAN IP
e NAT

¢ Firewall

IP Address : |192.168.1.5
IP Subnet Mask : |255.255.255.D

B02. i recll pn
80 1(1511-:-11111111ng:*. DISEb|Edj

Disabled j

DHCP Server
Start IP : |1-.:.'z.1f:'-:5:.z.100

End IP : |1-_:.uz.1ff.:e:.z.zc:u0
—omn vame |

i

DHCP Server :

Done
® Zapneme bezdrotové pripojenie cez WiFi, teda funkciu Access Pointu AP
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Wireless Router - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -0 - @ (3} |0 httpyr192.168.1.5/index.asp
=1

[ [ | Wireless Router

Broadband
Router

S IEmane Wireless Settings

e WAN The gateway can be quickly configured as a wireless access point for ros
[AN access identifier and channel number. It also supports data encryption ar
' i

+ Wireless

Enable or disable Wireless module function: @ Enable ¢ Disable

* QoS
e NAT

¢ Firewall

Done

. kNasj:iavime zédkladné parametre pre WiFi mod AP, frekvenciu, ESSID teda ndzov bezdrotovej siete
a kana
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Wireless Router - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@-10 - @ 3} |0 httpyr192.168.1.5/index.asp

I | Wireless Router 5 l

Broadband

Router

Wireless Setting
* System

_ This page allows you to define ESSID, and Channel for the wireless connection. Th
e WAN stations to connect to the Access Point.

* AN

4 Wireless

* QoS

i i

Done

® V rozsirenych nastaveniach zvolime Authentication Type: Auto
® Aby bola WiFi siet viditelnd Broadcast ESSID: Enabled
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Wireless Router - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -0 - @ (3} |0 httpy192.168.1.5)index.asp

[ | | Wireless Router & ]

Broadband
Router

S o Advanced Settings

* WAN These settings are only for more technically advanced users who have a st
These settings should net be changed unless you know what effect the cha
* AN router.

+ Wireless
Authentication Type : - Cpen System (" Shared Key  Auto
Fragment Threshold : el (256-2345)

RTS Threshold : jjrelyy (0-2347)

Beacon Interval IlDD (20-1024 ms)
Data Rate : IAuta =l

SRV ENAAEER ¢ Long Preamble ¢ Short Preamble

* QoS
* NAT

¢ Firewall

EVEG L = 0Fl ¥ Enabled ¢  Disabled

FNS SN ¢ Enabled ¢ Disabled

GOy RENBSYITY A  Enabled ¢ Disabled

http:/f192.168.1.5/wladvance.asp

® V nasledovnom kroku nastavime parametre nevyhnutné pre spolupracu AP s RADIUS serverom.

® Zabezpecenie Encryption: WPA RADIUS

® Kli¢ WPA Unicast Cipher Suite: WPA2 Mixed

'1912P lziggeia4RADIUS servera, IP ktort sme pridelili RADIUS serveru RADIUS Server IP address:

* RADIUS Server Port: 1812 Co je Standardny port protokolu TCP/IP pre RADIUS server

.ShRA]?iI[SJS Server Password musi byt rovnaky retazec, aky sme nastavili na RADIUS serveri v
are ecret
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Wireless Router - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -0 - @ G} O httpir192.168.1.5/index.asp

G

[ || Wireless Router

Broadband
Router

Security
* System

e WAN access to your wireless networls.

¢ [AN

<+ Wireless
T o

T I

¢ Firewall

http:(/192.168.1.5/wlencrypt.asp

This page allows you setup the wireless security. Turn on WEFP or WPA by using En

WPA Unicast Cipher Suite : [T TG 4 NG Y=l DL T4,

®* Prekladanie IP adries NAT nechdme vypnuté Disable, pretoZe teraz nepotrebujeme smerovat
pakety do réznych sieti.
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Wireless Router - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -0 - @ (3} |0 httpyr192.168.1.5/index.asp

Router

* System
* WAN
* AN
* Wireless
* QoS
+ NAT
. Static Fouting

¢ Firewall

Done

G |

[ [ | Wireless Router

Broadband

NAT Settings

Network Address Translation (MAT) allows multiple users at your local =
through a single Public IP Address or multiple Fublic [P Addresses. NAT
protection from hacker attacks and has the flexibility to allow you to ma
Public IP Addresses for key services such as the Web or FTE

Enable or disable NMAT module function: ¢ Enable * Disable

®* Firewall nechame tiez vypnuty Disable
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Wireless Router =Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -0 - @ G} |O httpir192.168.1.5/index.asp
G |

I || Wireless Router

Broadband
Router

e Security Settings (Firewall)

e WAN The Broadband router provides extensive firewall protection by restricti:
thus limiting the risk of hacker attack, and defending against a wide arr
* AN However, for applications that require unrestricted access to the Interne

7= specific client/server as a Demilitarized Zone (DMZ).
* Wireless P t/ ( )

* QoS

* NAT Enable or disable Firewall module function: ¢ Enable @ Disable
+ Firewall

Done

®* Nakoniec stlacime Apply, pockame, kym sa router restartuje a tymto je jeho konfiguracia ukoncena
®* Este mézeme skontrolovat nastavenia kliknutim na Status
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Wireless Router - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ -0 - @ (3} |0 httpyr192.168.1.5/index.asp
=1

[ [ | Wireless Router

Broadband
Router

Status and Information 4
« Status

You can use the Status page to monitor the connection status for the Broa
firmware and hardware version numbers, any illegal attempts to access yc
DHCP client PCs currently connected to your network.

System
Model Wireless Router
Uptime Oday:0h:21m:44s
Hardware Version Rew A

Boot Code Version 1.0

Firmware Version 1.49

javascript:goStal);
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Wireless Router - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@-10 - @ 4} |0 nttpyr192.168.1.5)ndex.asp

| | Wireless Router 5¢ l

Broadband

Device Status 5

View the current setting status of this device.

Wireless Configuration

Mode AP

ESSID D

Channel Number 11

Security WPA RADIUS

Associated Clients 0

Current Time

1/1, BSSID 00:0e:2e:d8:56h:e5
IP Address 192.188.1.5
Subnet Mask 255.255.256.0
DHCP Server Disabled
MAC Address 00:0e:2e:dB:6h:eb

http:ff192.168.1.5/stadevice.asp

Konfiguracia klienta - W7/Vista/XP

® Spustite pikazovy riadok a v iom zadajte prikaz mmc
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=

BN Prikazowy riadok - mmc

Microzoft Windows [Uersion 6.8.6HHZ]
Copyright (c> 2886 Microsoft Corporation.

:sUzerssBearmmc

é Konzolal - [Koren konzoly]

h Subor  Akcia  Zobrazitt Obldbené pologky Okno  Pomocnik

All rights reserved.

Vtornto zobrazeni sa nezobrazila Ziadna peolezka.

|| Akcie

Korefi konzoly

Yiac akccii

Tymto prikazom sa spusti Konzolal a v nej sa zobrazi [Koren konzoly]

® Kliknite na Subor (File), potom Pridat (Add/Remove Snap-in...)
® Potom dole Pridat (Add...), v dalSom okne kliknut na Certifikaty dalej Pridat
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ﬁ Konzolal - [Koren kenzoly]
@ Sobor  Akcia  Zobrazmt  Oblubené polozky  Okno  Pomocnik

Pr te.‘—'fame aiEbrﬂ Bdshﬁnen ie«modijtmr

| Korefi konzoly Moduly pre tito konzolu mézete vybrat' z modulov dostupnych na vasom poditad a potom vybratd skupinu modulov kon
rozEritelné moduly mdZete urdt’, ktoré rozéirenia budd povolzng,

Dostupné moduly: Vybrate moduby:
Modul Dodévate! - (] Korefi konzoly Upravit’
Aumnrizaﬁnn Manager Micrasoft Cor. .. T o

f_'_ﬁl-' Microsaoft Car. ..
H Component Services Microsaft Cor...
ﬁDeuic& Manager Microsoft Cor... [ Posur
\E[ Editor objektov politi... Microsoft Cor...
@ Event Viewer Microsoft Cor... — -
@ IF Security Monitor Microsoft Cor...
g IF Security Policy M...  Microsoft Cor. ..
E:-’Luml Users and Gro... Microsoft Cor...
B |MAP Client Configur...  Microsoft Cor...
. '_'!CJ'u'Iédan:i' preok ActiveX  Microsoft Cor...
|| Prepojenie na webo...  Microsoft Cor...

Eéf'rina?_n-nk . T?u’usnf‘t Bot.. | o Spr

-

m

Fosu

Popis:
The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a compu:

Lox |

® Potom vybrat Konto pocitaca
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ﬁ Konzelal - [Keren konzoly] [= ===

i@ Stbor Akcia Zobrazit  Obliibené poloiky Okno  Pomocnik [ [&]x]
= = | | “F | Pridanie alebo odstranenie moduloy
_| Koref konzoly Pkiype Hinkee e el S e e

rozsiritelné mody, Cﬂimﬁﬂm;‘m

Dostupne moduly

Madul This snap-n will slways manage cerificates for:

T3 Authorizatig 2 My user account

Gl Certificates i Service account

ﬁ Tompnne, @) Computer account
=4 Device Man
.= Editor objel
@ Event Viewg
& 1p seaurity
& 1p security

& ocal Users
2| NAP Client |
= 1Dviddad pry
/& Prepojenie |

| Priecinok
B e

Popis:
The Certificated

* Pokracovat kliknutim dole na tla¢itko Dalej (Next),
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== ekl 5 I
=

Pridanie alebo odstranenie moduloy [E5

Moduly pre tity pa==al et = sl s denh e S B, A
rozgiritelné mody ¢ joce Computer

Dostupné moduly

Modul Select the computer you want this snap4n to manage. 5. |

{3 Autharizatig This enap-n will always manage:

i—?&ﬂ Certificates @ Local computer:: the computerthis console is runming on)
= Component| )
s Device Man 1 Another computer: Browse.. i

\=| Editor ohje)
! [ Allow the selected computer to be changed when launching from the command line. This ]
@ Event Yiewsy i g
onhy applies if you save the console.
8, 1p security

8, 1P security
A oeal Users
#-1NAP Client
- Ovladad pr
=] Prepaojenie 1

| Priecinok |
Bl . ...

Popis:
The Certificated

<MNaspat || Dokondt | | Znst |

| ok || znsit |

®* potom Dokoncit
® Vratit sa do okna Konzolal - [Koren konzolyl, rozbalit strom Déveryhodné korenové
'F kliknut na podvetvu Certifikaty a pravym tlacidlom kliknut na Certifikaty, VSetky ulohy, Import

& Konzolal - [Koref konzoh\Certificates (Local Computer)\Déveryhodné korefové certifikacné autority\... .= || =) |

E Sdbor  Akcia Zobrazitt Oblubené polozky Okno  Pomocnik = || &[]
=) B &l = |
| Korefi konzoly Issued To } Issued By * || Akcie _
a G Certglcali;c&% (Eacel Compis ! America Online Root Certificati... America Certificates w
2 D?U ni S i 51 Class 3 Public Primary Certificat... Class3 P Viac akeii 4
4 L LOVELNOANE KOrENSYE || (=] Class 3 Public Primary Certificat... Class3P|
7| Certificatas 1 ——2 = =
| Déveryh Yeethy dlohy b Import... |
k| Sprostref i S i
- [ Lobrazit * {
“| Déveryh .. Go DaddiE|
b [ Medbvey Mové okne z tohto miesta GTE C}rhi
x o] http:/
= NEE“'SIE Move zobrazenie zoznarmu dloh... .FI [
°| Déveryhi Ro.. Microsof
. [ Ziadosti| Obnovit Microsof|
b L] Déveryh Exportovat zoznam... th... Microsof
07 ... WO LIAB]
Pomocnik ZeroShel
Ll Thawte Premiurm Server CA Thawte F
i Thawte Timestamping CA Thawte T _
4 |—”|—: (] 4‘ |I;-".-._TTT-i - .=| — - =1y |2

Add a certificate to a store

® Spusti sa Sprievodca importu certifikatov

RADIUS server



RADIUS server

i ; g

Sprievodca importom certifikatov ==

Vita vas Sprievodca importom

certifikatov
_I
L =11 Tento sprievodca vam pomdZe skopirovat certifikéty,
! -—-?;-J zoznamy doveryhodnych certifikatov a zozmamy
B, i zrugenych certifilkatov z pevného disku
: & =:'_11;fpJ do priestoru pre ukladanie certifikdtov.

Certifikat vydany certifikacnou autoritou je
potvrdenim vage] totoznost, pricom obsahuje
informacie potrebné na ochranu Udajoy alebo

na vytvorenie zabezpedenych sietovych pripojend.
Priestor na ukladanie certifikatov je systémova
oblast, v ktorej s certifikaty uloZeng.

Pokratujte kiknutim na tadidla Dalej.

| Dalej > | | Zrugit

Pokracujeme tlacidlom Dalej a pripravime si stibor TrustedCA.pem,
ktory sem klasicky naimportujeme a pokraCujeme klikntim na Dalej

B

Sprievedca importom certifikatov !

Subor na import
Zadajte subor, ktory cheete importovat|

MNazov siboru;

| Prehladavat. ..

Poznamka. V jednom subore v nasledovnych formatoch moze byt ulozenych viacero
certifikatov;

Vymena osobnvch informadi - PRCS £12 ((PFX, . P12)
Certifikaty standardu Cryptographic Message Syntax - PKCS £7 ((P7E)

Priestor na ukladanie certifikdtov Microsoft Serialized Certificate Store (%.55T)

Fiskajte d'aldie informade o formatoch suborov certifikatov

< Maspat’ |[ Dalej = ] | Zrusit’

Po tspesnom importe certifikatu zevrieme vSetky okna,
a otvorime Centrum sieti Ak siet ku ktorej sa chceme pripojit v zozname nieje, mo6zeme ju rucne
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pridat stlacenim tlacitka + Pridat

Ak siet, s nazvom SSID ktory sme nastavili na AP v zozname existuje, tak klikneme pravym tlacidlom
mysSi na siet a vyberieme Vlastnosti

GQ |djﬂ] b Ovladaci Fanel b Sprava bezdrétovych sieti - | 41 | | Hiad

Subor  Upravy Zobrazit  Mastroje  Pemocnik
Spravovat’ bezdrotové siete, pri ktorych sa pouZziva: Pripojenie bezdr6tovej siete

System Windows sa pokusi pripojit’ k tymto sietam v poradi, v akorn sd uvedené niziie. Ak cheete zmenit ich poradie, posufite s
nadol. MazZete tieZ pridat’ alebo odstranit’ sietové profily.

EEE Pridat == Odstranit @ Posunut’ nadol '@" Vlastnosti adaptéra

Siete, ktore modete zobrazit’ a upravit' (3}

2 Typy profilov &+ Centrum sieti

; B : ~ Zsberpece.. WPA-Enterprise Ivwp: Lubovolné podporovane
pos- u | Vlastnost
e i ' Odstrénit siet TR SEmT— =
L_I Premenovat’
- Posunit nadol
."'u T-Com' FETETELE.,. Mezabezpecensg Typ: Lubovolné podporovane
- D Mazov profilu: D Rezim: Pripojit automaticky
L. Typ zabezpecenia: WPA-Enterprise
: q ; Typ wysielaca: Lubovolne podporovane

Kliknutim na Vlastnosti sa dostaneme k nasledovnym volbam

Tu je potrebné nastavit Typ zabezpecenia: WPA2-Enterprise a Typ Sifrovania: AES
Sposob sietového overenia: Microsoft: Protected EAP(PEAP)
Nakoniec klikneme na Nastavenie...
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Bezdrotova siet’ D - vlastnosti

_EP'ripGjEﬂiE | Zabezpedenie | ]

Typ zabezpedenia: | WPAZ-Enterprise . |

Typ sifrovania: |AE5 v]

Vyberte spisob sietového overenia:
| Microsoft: Protected EAP (PEAP) v || Nastaverie...

7 IUkladat informacie o pouzivatelovi do vyrovnavace]
— pamate na Gfely budicich pripajeni k tejto sieti

[ ok || 2zt |

Tu musime zaskrtnut Overit certifikat servera

Dalej zaskrtnut Pripojit sa na tieto servery

Do prazdneho policka zadat meno radius servera (alebo jeho IP adresu)

V zozname Déveryhodnych koreﬁon{ch certifikacnych autorit

vyladame nas naimportovany certifikat a zaskrtneme jeho overovanie.
Este Vyberieme metédu overovania: Zabezpecené heslo (EAP-MSCHAP v2)
Klikneme na Konfigurovat

RADIUS server



RADIUS server

P

| Protected EAP — viastnosti . 1

Pocas pripajania;
[¥] overit’ certifikat servera

EI Pripojit’ sa na tieto servery:
radius.glis.sk

Daveryhodng korenové certifikadné autority:

[ Microsoft Root Certificate Autharity -
[¥] radius.glis.sk

'-__I Thawte Premium Server CA

[] Thawte Timestamping CA

[ verisign Trust Metwork

[T verisign Trust Metwork

[#] ZeroShell Example Ca

‘ ._ fir " "

i

1 | -

[ | Mezaobrazovat vyzvu na povalenie novich serverov alebo
déveryhodnych certifikacnych autorit

Vyberte metédu overenia;

fabezpedené heslo (EAP-MSCHAP w2 - | [ Konfigurovat’...

[¥] Povolit’ richle novupripajenie

[] Povalit kantroly karantény
[ Odpaiit’ v pripade, £e server neposkytuje cryptobinding OPUT

ok || zust |

V tomto okienku zrusime zaskrtnutie Automaticky pouzit moje prihlasovacie meno atd...
:Feda tato volba zostane vypnuta a potvrdime OK

EAP MSCHAPY? - viastnosti

Pocas pripgjania:

=l Automaticly poufit” moje prihlasovacie meno a
— heslo systemu Windows (3 domeénu, ak existuje)

| ok || zusw |

Odklikame vsetky otvorené okna OK
A mozZeme vyskusat pripojenie k bezdrotovej sieti, kliknutim vpravo dole na ikonu bezdrotovych sieti.
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d

F=RiECE
l.\._‘___#).' % Pripojenie na siet

Vyberte siet, ku ktorej sa chcete pripojit

Zobrazit | Vaethy - (%]

[a
| W Siet’s aktivovanym zabezpecenim ,ﬂ! {2 ‘
thi kowvacs Siet’ s aktivovanym zabezpedenim 'ﬂﬂ!
&i Mepomenovana siet Siet's aktivovanym zabezpedenim -ﬂﬂ!

- = S

Mastavit pripejenie alebo siet
Otvernt Centrum sieti

Klikneme na nazov siete SSID
a ak je vSetko v poriadku, musime este zadat meno a heslo, teda to isté meno a heslo,
ktore sme nastavili ako uzivatela na RADIUS serveri, v nasom priklade sergej a jeho heslo.
Klikneme na Zadat alebo vybrat dalSie prihlasovacie informacie
[ = s

@ f_ﬂ;ﬂ Pripojenie na siet

Na pripojenie k tejto sieti sa vyzaduju dalsie informacie pre prihlasenie.

Ma pripojenie k tejto sieti je potrebné, aby ste vybrali certifikat alebo zadali meno pouZivatela a
heslo

% Zadat alebo vybrat daldie prihlasovacie informacie

%+ Pripojit’ k ingj sieti

| Zeusit

Tu len zaddme meno a heslo, rovnaké ako na RADIUS serveri
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-

iadanie-pwerfﬁf

Meno
pouZivatela:

Heslo:

FPrihlasovacia
doména:

S0 pre buduce pouzibe

Lozt toto meno pouzivateta s h

I

[ ok | | zse

Ak v tomto kroku vyskoci okno s poziadavkou na potvrdenie certifikatu, tak ho potvrdime OK.
Ak overenie cez RADIUS server prebehlo uspesne, uvidite nasledovny oznam

b= B (S
@ % Pripojenie na siet

Uspeéne pripojené k D

Lavriet

Obmedzenie objemu prenesenych dat

Nastgxlflerlllie maximalneho objemu prenesenych dat je mozné cez menu vo webovom rozhrani
ZeroShellu:

Po prihlaseni, kliknut vlavo na RADIUS, potom vpravo hore Accounting, zaskrtnut User Accounting
Vpravo dole v sekcii Accounting Classes nadefinujeme pravidlad pridanim Add. Nové pravidlo nejako
pomenujeme Class Name

Nastavime vsetky obmedzenia Traffic, Time, Bandwidth teda mnoZstvo prenesenych dat, ¢as, max.
rychlost pripojenia.

Potom pravidlo ulozime Save, potom znova vpravo hore Save.
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Teraz vlavo klikneme na Users, potom na meno uzivatela a vlavo dole v sekcii RADIUS Accounting
vyberime Account Class z rozbalovacieho zoznamu to pravidlo obmedzenia, ktoré chceme pridelit
tomuto uzivatelovi. Nakoniec uloZime nastavenia pre uzivatela, vpravo hore Submit

Test RADIUS servera z pocitaca so systémom Windows

Ako otestovat funkCnost RADIUS servera z pocitaca, ktory je pripojeny do LAN cez switch, eSte pred
pripojenim klientov cez WiFi ?

Test uskutoCnime pomocou jednoduchej volne Siritelnej utilty NTRadPing.

Okrem spominamého programu potrebujeme pocitac so systémom Windows (NT, XP, Vista, 7),

prip {geny do tej istej LAN ako RADIUS server. Stiahneme si NTRadPing a rozbalime, indtalacia nie je
potrebn

Poto&n sa prihldsime na RADIUS server a cez webové rozhranie priddme novy Acess Point AP, ktorého
IP adresa

je zhodna s pocitacom, z ktorého budeme testovat. Ako priklad som zvolil pocitac s IP 192.168.1.30
Po prlhlasem do webového rozhrania RADIUS servera, klikneme vlavo na RADIUS potom hore na
Access Points

a vyplnime jednotlivé policka podla obrazka a na koniec klikneme na Add.

https://192.168.1.4 - Access Point List - Mozilla Firefox

Access Point List

Access Point Name IP or Subnet Shared Secret Add chanae g
WindowsXP | l92.168.1.30 |/ | testingl23 | gt 1 =

Access Point Name IP or Subnet Shared Secr
™ WindowsXP 192.168.1.30 testingl23

Teraz mo6zeme na pocitaci spustit NTRadPing a vyplnime udaje podla nasledovného obrazka.

Volba CHAP musi byt vypnuta. Klikneme dole na tlac¢itko Send.

Ak sa v odpovedi RADIUS servera objavi response: Access-Accept, potom dany uzivatel bol uspesne
autentifikovany cez RADIUS server.

:5--‘?- MTRadPing Test Utility

ls2reeia ez
|
stz s
- PP
é J MASTERSOFT | o, acwrave

il

_#dd | Renove|  Cearit| _Load.. | save.| _ Wb | e |

Test RADIUS servera z pocitaca so systémom linux

Rovnako ako pr1 testovani zo systému Windows, aj pre testovanie z pocitaca so systémom linux je
potrebné pridat
IP adresu linuxového pocitaca do RADIUS servera ako Access Point. Postup je rovnaky, ako uz bolo
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vy551e spomenute

Ak uz teda mame linuxovy pocita¢ zaregistrovany v RADIUS serveri ako Access Point, potom budeme
potrebovat prikaz radtest.

Ak Vas linux neobsahuje prikaz radtest je to zrejme preto, Ze na nom nemate nainstalovany balik
freeradius-utils.

Pre Debian a Ubuntu staci pouzit prikaz: apt-get install freeradius-utils

Pouzitie prikazu radtest je jednoduché:

rad}e(sit meno heslo IP-RADIUS-servera port SharedSecret, potom konkrétny prikaz bude vyzerat
nasledovne:

radtest sergej heslo 192.168.1.4 1812 testing123

Ak po zadani prikazu bude vypis vyzerat podobne, ako na obrazku, potom autentifikacia prebehla
uspesne

ost 192. 1.4 port 1812, id=184,

Zaver

RADIUS server opisany v tomto Clanku je realne nasadeny do prevadzky na Skole.
Zoznam WiFi routerov a Access Pointov, ktoré som testoval v spojeni s RADIUS serverom:
CANYON 802.11g Wireless Router CN-WF514

CANYON CN-WFAP

AirLive WL-1500R Wireless Router

UniFi AP 802.11n MIMO

TP-LINK TL-WR841ND

Na strane klientov mam overené nasledovné operacné systémy a mobilné zariadenia:
Windows XP

Windows Vista

Windows 7

Linux Ubuntu

Apple iPhone (i0S)

Apple iPad (iOS)

Apple MacBook Air (MacOS X)

Mobilné zariadenia s OS Android

Mobilné telefény s OS Symbian

Zatial som nemal moZnost otestovat pripojenie zariadeni s OS Windows Mobile, a BlackBerry.

Zdroje:_ZeroShell-WPA-Enterprise.pdf

ZeroShell WPA Enterprise

Wireless Authentication and Encryption with Zeroshell Linux

Set up Secure Wireless With Zeroshell Linux

Bezdratova skolni WiFi sit

WindowsXP-WPA-Enterprise.pdf

WindowsVista-WPA-Enterprise.pdf

Windows7-WPA-Enetrprise.pdf

Linux-WPA-Enterprise.pdf

Configuring 802.1X Authentication in Linux
MacOSX-WPA-Enterprise. pdf
Mac-WPA-Enterprise.pdf
iPad-WPA-Enterprise.pdf
iPhone-WPA-Enterprise.pdf
Android-WPA-Enterprise.pdf
WindowsMobile-WPA-Enterprise.pdf
Symbian-WPA-Enterprise.pdf
BlackBerry-WPA-Enterprise.pdf
MobileDevices-WPA-Enterprise.pdf
IAS(RADIUS) Server na platforme Windows 2003

Free RADIUS testing tools

‘—‘-.
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